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1. NETWORKING DEVICES

What is a network?
A computer network is a digital telecommunications network allows NODES to share RESOURCES.
A CLIENT is a device that accesses a service made available by a SERVER.
A SERVER is a device that provides functions or services for CLIENTS.
¢ Note : The same device can be a CLIENT in some situations and a SERVER in other situations.
Ex: A Peer-to-Peer network.
SWITCHES (Level 2):
e provide connectivity to hosts within the same LAN (Local Area Network)
e Have many network interfaces/ports for End Hosts to connect to.
e DO NOT provide connectivity between LANs/over the Internet.
ROUTERS (Level 3):
e have fewer network interfaces than switches.
e are used to provide connectivity BETWEEN LANS.
e are used to send data over the Internet.
FIREWALL (Can be Level 3,4, and 7):
e Firewalls are specialty hardware network security devices that control network traffic
entering/exiting your network.
e Can be places "inside" or "outside" the network.
e Monitor and control network traffic based on configured rules.
e Are known as "Next-Generation Firewalls" when they include more modern and advanced filtering
capabilities.
o Host-based firewalls are software applications that filter traffic entering and exiting a host
machine, like a PC.



2. INTERFACES AND CABLES

SWITCHES provide many PORTS for connectivity (usually 24)
These PORTS tend to be RJ-45 (Registered Jack) ports.

WHAT IS ETHERNET?
e Ethernet is a collection of network protocols/standards.
Why do we need network protocols and standards?
e provide common communication standards over networks.
e provide common hardware standards to allow connectivity between devices.
Connections between devices operates at a set speed.
These speeds are measured in "bits per second" (bps)
A bit is a value of "0" or "1". A byte is 8 bits (Os and 1s)

Size # of Bits

1 kilobit (Kb) 1,000

1 megabit (Mb) 1,000,000

1 gigabit (Gb)  1,000,000,000

1 terabit (Tb) 1,000,000,000,000

Ethernet standards are:

e Defined in the IEEE 802.3 standard in 1983

e |EEE = Institute of Electrical and Electronics Engineers
ETHERNET STANDARDS (COPPER)

Speed Common Name Standard Cable Type Max Transmission Distance
10 Mbps Ethernet 802.3i 10BASE-T 100m Max
100 Mbps  Fast Ethernet 802.3u 100BASE-T 100m Max
1 Gbps Gigabit Ethernet 802.3ab 1000BASE-T  100m Max

10 Gbps 10 Gigabit Ethernet  802.3an 10GBASE-T 100m Max

BASE = refers to Baseband Signaling

T = Twisted Pair

Most Ethernet uses copper cables.

UTP or Unshielded Twisted Pair (no metallic shield) Twist protects against EMI (Electromagnetic
Interference)

Most use 8 wires (4 pairs) however ...

10/100BASE-T = 2 pairs (4 wires)



How do devices communicate via their connections?
Each ethernet cable has a RJ-45 plug with 8 pins on the ends.

PCs Transmit(TX) data on Pins #1-2
Switches Receive(RX) data on Pins #1-2
PCs Receive(RC) data on Pins #3,6
Switches Transmit(TX) data on Pins #3,6
This allows Full-Duplex transmission of data.




What if a Router / Switch connect?

e Routers Transmit(TX) data on Pins #1-2
¢ Routers Receive(RX) data on Pins #3,6

e Switches Transmit(TX) data on Pins #3,6

Switches Receive(RX) data on Pins #1-2

Routers and PCs connect the same way with Switches.

The cable used to connect is called a "Straight-Through" cable.

What if we want to connect similar devices to each other?
We CANNOT use a "Straight-Through" cable. We MUST use a "Crossover" cable.
This cable swaps the pins on one end to allow connection to work.

PIN#1 ----- > PIN#3 PIN#2 ----- > PIN#6
PIN#3 ----- > PIN#1 PIN#6 ----- > PIN#2




DEVICE TYPE TRANSMIT (TX) PINS RECEIVE (RX) PINS

ROUTER land?2 3and 6
FIREWALL land?2 3and 6
PC 1land2 3and6
SWITCH 3and6 1and2

Most modern equipment now has AUTO MDI-X which automatically detects which pins their neighbour
is transmitting on and adjust the pins they receive data on.

1000BASE-T/10GBASE-T = 4 pairs (8 wires)

Each wire pair is bidirectional so can transmit/receive much faster than 10/100BASE-T.

Fiber-Optic Connections:
o Defined in the IEEE 802.3ae standard

SFP Transceiver (Small Form-Factor Pluggable) allows fiber-optic cables to connect to switches/routers.
e Have separate cables to transmit / receive.

4 parts to a fiber-optic cable.

There are TWO types of fiberoptic cable.



Single-Mode:

Narrower than multimode
Lighter enters at a single angle (mode) from a laser-based transmitter.
Allows longer cables than both UTP and multimode fiber.
e More expensive than multimode fiber (due to more expensive laser-based SFP transmitters)
Multimode:

Core is wider than Single-mode

Allows multiple angles (modes) of light waves to enter core

Allows longer cables than UTP but shorter than single-mode

Cheaper than single-mode fiber (due to cheaper LED-based SFP transmitter)

Fiber Optic Standards:

Connection Max Transmission
Speed Standard Speed Mode Support Distance
1000BASE- Multimode / 550 meters (Multi) / 5km
LX 802.3z 1 Gbps Single (Single)
é%GBASE' 802.3ae 10 Gbps Multimode 400 meters
10GBASE-LR  802.3ae 10 Gbps Single 10 kilometers
E%GBASE' 802.3ae 10 Gbps Single 30 kilometers

UTP vs Fiber-Optic Cabling:



UTP are:
Lower cost than fiber-optic.
Shorter maximum distance than fiber-optic (~100m).
Can be vulnerable to EMI (Electromagnetic Interference).
RJ45 ports used with UTP are cheaper than SFP ports.
Emit (leak) a faint signal outside of cable, which can be copied (security risk).
Fiber-Optic:
e Higher cost than UTP.
Longer maximum distance than UTP.
No vulnerability to EMI.
SFP ports are more expensive than RJ45 ports (single-mode is more expensive than multimode).
Does not emit any signal outside of the cable (no security risk).



3. OSI MODEL & TCP/IP SUITE

What is a networking model?

Networking models categorize and provide a structure for networking protocols and standards.
(Protocols are a set of logical rules defining how network devices and software should work)
OSI MODEL

Open Systems Interconnection Model

Created by the "International Organization for Standardization” (ISO)
Functions are divided into 7 "Layers"
These layers work together to make the network work.

As data moves from the top layer, downward, the process is called “encapsulation”
As data moves from the bottom layer, upward, the process is called “de-encapsulation
When interactions occur on the same layer, it's called “same-layer interaction”

Mnemonic to help remember the Data Layer Names / Order

Conceptual model that categorizes and standardizes the different functions in a network.
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The layers are :
7 - APPLICATION

e This Layer is closest to end user.

e Interacts with software applications.

e HTTP and HTTPS are Layer 7 protocols
Functions of Layer 7 include:

¢ Identifying communication partners

e  Synchronizing communication

6 - PRESENTATION

e Translates data to the appropriate format (between Application and Network formats) to be sent
over the network.

5 - SESSION
e Controls dialogues (sessions) between communicating hosts.
e Establishes, manages, and terminates connections between local application and the remote
application.

Network engineers don't usually work with the top 3 layers. Application developers work with the top
layers of the OSI model to connect their applications over networks.

4 - TRANSPORT
e Segments and reassembles data for communication between end hosts.
e Breaks large pieces of data into smaller segments which can be more easily sent over the
network and are less likely to cause transmission problems if errors occur.
e Provides HOST-TO-HOST (end to end) communication
When Data from Layer 7-5 arrives, it receives a Layer 4 Header in the Transport layer.
<< DATA + L4 Header >>
This is called a SEGMENT.

3 - NETWORK
e Provides connectivity between end hosts on different networks (ie: outside of the LAN).
e Provides logical addressing (IP Addresses).
e Provides path selection between source and destination

11



o ROUTERS operate at Layer 3.
When Data and the Layer 4 Header arrive in the Network Layer, it receives a Layer 3 Header.
<< DATA + L4 Header + L3 Header >>
This is called a PACKET.

2 - DATA LINK
e Provides NODE-TO-NODE connectivity and data transfer (for example, PC to Switch, Switch to
Router, Router to Router)
o Defines how data is formatted for transmission over physical medium (for example, copper UTP
cables)
e Detects and (possibly) corrects Physical (Layer 1) errors.
e Uses Layer 2 addressing, separate from Layer 3 addressing.
e SWITCHES operate at Layer 2
When the Layer 3 Packet arrives, a Layer 2 Trailer and Header are added.
<< L2 Trailer + DATA + L4 Header + L3 Header + L2 Header >>
This is called a FRAME.
All the steps leading up to transmission is called ENCAPSULATION. When the frame is sent to the
receiver, it then goes through the reverse process, DE-ENCAPSULATION, stripping off layers while
travelling from OSI Layer 1 to Layer 7.

1-PHYSICAL
o Defines physical characteristics of the medium used to transfer data between devices. For
example : voltage levels, maximum transmission distances, physical connectors, cable specs.
e Digital bits are converted into electrical (for wired connections) or radio (for wireless connections)
signals.
e All of the information in SECTION 2 (NETWORKING DEVICES) is related to the Physical Layer

OSI MODEL - PDU's

A PDU is a Protocol Data Unit. Each step of the process is a PDU.
OSILAYER# PDUNAME PROTOCOL DATA ADDED

7-5 DATA Data

12



OSI LAYER# PDUNAME PROTOCOL DATA ADDED

4
3
2
1

SEGMENT Layer 4 Header Added

PACKET Layer 3 Header Added
FRAME Layer 2 Trailer and Header Added
BIT 0s and 1s Transmission

<< L2 Trailer + DATA + L4 Header + L3 Header + L2 Header >>

TCP/IP Suite
Conceptual model and set of communications protocols used in the Internet and other networks.

Known as TCP/IP because those are two of the foundational protocols in the suite.

Developed by the US Dept. of Defense through DARPA (Defense Advanced Research Projects
Agency).

Similar structure to the OSI Model, but fewer layers.

THIS is the model actually in use in modern networks.

0 Note : The OSI Model still influences how network engineers think and talk about
networks.

Layer Interactions

13



Adjacent-Layer Interactions:

e Interactions between different layers of the OSI Model on same host.
Example:

Layers 5-7 sending Data to Layer 4, which then adds a Layer 4 header (creating a SEGMENT).
Same-Layer Interactions:

e Interactions between the same Layer on different hosts.

e The concept of Same-Layer interaction allows you to ignore the other layers involved and focus
on the interactions between a single layer on different devices.
Example:

The Application Layer of YouTube's web server and your PC's browser.

14



4. INTRO TO THE CLI

What is a CLI?
¢ A"Command-line Interface"
e The interface you use to configure Cisco devices
A GUIl is a "Graphical User Interface"
How do you connect to a Cisco Device?
e Console Port : When you first configure a device, you have to connect via the Console Port.
You can use a "Rollover cable" : DB9 serial connector to RJ45 OR a DB9 Serial to USB

How do you actually access the CLI?
e You need to use a TERMINAL EMULATOR (Example: PuTTy is a popular choice) and connect
via "Serial" (default settings)
Cisco Default Settings are:
Speed (baud) : 9600 bits/second Data bits: 8 data bits Stop bits: 1 stop bit (sent after 8 data bits are sent)
Parity: None Flow Control: None

When you first enter the CLI you will DEFAULT be in what is called 'User EXEC' mode.
USER EXEC MODE:
(Hostname) > // Prompt looks like THIS //
e User EXEC mode is very limited.
e User can look at some things but can't make ANY changes to the configuration.
e AKA'User Mode'
Using the 'enable’ command, in User EXEC mode, switches you to 'Privileged EXEC' mode.

PRIVILEGED EXEC MODE:
e Provides complete access to view the device's configuration, restart the device, etc.
e Cannot change the configuration, but can change the time on the device, save the configuration
file, etc.
(Hostname)# // Prompt looks like THIS //

USE a Question Mark (?) to view the available commands in ANY mode. Combining ? with a letter or
partial command will list all the commands with those letters.

15



USE the TAB key to complete partially entered commands IF the command exists.

GLOBAL CONFIGURATION MODE:

To enter Global Configuration Mode, enter the command, within Privileged EXEC mode
‘configure terminal' (or 'conf t')

Router# configure terminal Router(config) #

Router(config) # run

Router(config) # no

Type 'exit' to drop back into 'Privileged EXEC' mode.

To Enable Password for User EXEC mode:
Router(config)# enable password (password)
e Passwords ARE case-sensitive.
/I This command encrypts plain-text passwords, visible in the config files, using simple encryption.
Router(config)# service password-encryption
If you enable 'service password-encryption'
e Current passwords WILL be encrypted.
e Future passwords WILL be encrypted.
e The 'enable secret' WILL NOT be effected.
If you disable 'service password-encryption'
e Current passwords WILL NOT be decrypted.
e Future passwords WILL NOT be encrypted.
e The 'enable secret' WILL NOT be effected.
/I This command enables passwords for the Privileged EXEC mode.
Router(config)# enable secret (password)
/I enable secret will ALWAYS be encrypted (at level 5)

There are TWO separate configuration files kept on the device at once.
Running-config :
e The current, ACTIVE configuration file on the device. As you enter commands in the CLI, you edit
the active configuration.
Startup-config :
e The configuration file that will be loaded upon RESTART of the device.

16



To see the configuration files, inside 'Privileged EXEC' mode:
Router# show running-config // for running config //

OR

Router# show startup-config // for startup config //

To SAVE the Running configuration file, you can:
Router# write Building configuration... [OK]

Router# write memory Building configuration... [OK]
Router# copy running-config startup-config
Destination filename [startup-config]?

Building configuration... [OK]

To encrypt passwords:

Router# conf t

Router(config)# service password-encryption

This makes all current passwords encrypted

Future passwords will ALSO be encrypted

“Enable secret” will not be effected (it's ALWAYS encrypted)

Now you will see that the password is no longer in plaintext.

“T" refers to the type of encryption used to encrypt the password. In this case, “7” uses Cisco’s proprietary

encryption.
“7" is fairly easy to crack since the encryption is weak.
For BETTER / STRONGER encryption, use “enable secret”

17



“5” refers to MD5 encryption.
Can still be cracked but it's much much stronger.
Once you use “enable secret” command, this will override “enable password”

To CANCEL or delete a command you entered, use the “no” keyword

In this instance, disabling “service password-encryption”:
e current passwords will NOT be decrypted (unchanged)
o future passwords will NOT be encrypted
e the “enable secret” will not be effected

18



19



20



5. ETHERNET LAN SWITCHING : PART 1

LAN's
e ALAN is a network contained in a relatively small area.
e Routers are used to connect separate LAN's

21



An ETHERNET FRAME looks like:

Ethernet Trailer --- PACKET --- Ethernet Header
The Ethernet Header contains 5 Fields:
Preamble -- SFD -- Destination -- Source -- Type 7 bytes -- 1 byte -- 6 bytes -- 6 bytes -- 2 bytes

PREAMBLE:
e Length: 7 bytes (56 bits)
e Alternating 1's and O's
e 10101010 * 7x
e Allows devices to synchronize their receiver clocks



SFD : ‘Start Frame Delimiter’

Length: 1 byte(8 bits)
10101011
Marks end of the PREAMBLE and beginning of rest of frame.

DESTINATION AND SOURCE

Layer 2 Address

Indicates the devices sending / receiving the frame
MAC = 'Media Access Control’

= 6 byte (48-bit) address of the physical device

TYPE/
[ ]

LENGTH

2 bytes (16-bit) field

A value of 1500 or less in this field indicates the LENGTH of the encapsulated packet (in bytes)
Avalue of 1536 or greater in this field indicates the TYPE of the encapsulated packet and length
is determined via other methods.

IPv4 = 0x0800 (hexadecimal) = 2048 in decimal

IPv6 = 0x86DD (hexadecimal) = 34525 in decimal

Layer 3 protocol used in the encapsulated Packet, which is almost always Internet Protocol (IP)
version 4 or version 6.

The ETHERNET TRAILER contains:

FCS

‘FRAME CHECK SEQUENCE’

4 bytes (32 bits) in length

Detects corrupted data by running a 'CRC' algorithm over the received data
CRC ="Cyclic Redundancy Check"

Altogether the ETHERNET FRAME = 26 bytes (header + trailer)

MAC ADDRESS (48 bits long)

6-bytes (48-bits) physical address assigned to the device when it is made.
AKA 'Burned-In Address' (BIA)
Is globally unique

23



e First 3 bytes are the OUI (Organizationally Unique Identifier) which is assigned to the company
making the device
e The last 3 bytes are unique to the device itself
e Written as 12 hexadecimal characters
Example:
E8:BA:70 // 11:28:74 OUI /I Unique Device ID
HEXADECIMAL

INTERFACE NAMES
FO/1, FO/2, FO/3... F stands for "Fast Ethernet” or 100 Mbps interfaces.

MAC ADDRESS TABLE
Each Switch stores a DYNAMICALLY LEARNED MAC ADDRESS TABLE, using the SOURCE MAC

ADDRESS of frames it receives.

24



When a Switch doesn't know the DESTINATION MAC ADDRESS of a frame (UNKNOWN UNICAST
FRAME), it is forced to FLOOD the frame - Forward the frame out of ALL it's interfaces, except the one it
received the packet from.

When a KNOWN Unicast Frame is known (MAC Address is recognized by the entry in the MAC
ADDRESS TABLE), the frame is FORWARDED like normal.

¢ Note: Dynamic MAC Addresses are removed from the MAC ADDRESS TABLE every 5 minutes
of inactivity.

25



6. ETHERNET LAN SWITCHING : PART 2

An ETHERNET FRAME looks like:
Ethernet Header --- DATA (Packet) --- Ethernet Trailer

The Ethernet Header contains 5 Fields:
Preamble -- SFD -- Destination -- Source -- Type/Length 7 bytes -- 1 byte -- 6 bytes -- 6 bytes -- 2 bytes
Ethernet Trailer contains 1 Field:
FCS (Frame Check Sequence) = 4 bytes

e The PREAMBLE + SFD is not usually considered part of the ETHERNET HEADER.
THEREFORE the size of the ETHERNET HEADER + TRAILER is 18 bytes
(6 + 6 + 2 + 4 bytes for the FRAME CHECK SEQUENCE)

The MINIMUM size for an ETHERNET FRAME (Header + Payload [PACKET] + Trailer) is 64 BYTES.
64 BYTES - 18 BYTES (Header + Trailer size) = 46 BYTES

THEREFORE the MINIMUM DATA PAYLOAD (PACKET) size is 46 BYTES!

IF the PAYLOAD is LESS than 46 BYTES then PADDING BYTES are added (padding bytes are a series
of 0's) until it equals to 46 BYTES.

When a PC sends a packet to a device with an unknown IP address, it uses an ARP Request.

e ARP stands for 'Address Resolution Protocol'.

26



It is used to discover the Layer 2 address (MAC address) of a known Layer 3 address (IP

address)
e Consists of two messages:
0 ARP REQUEST (Source message)
0 ARP REPLY (Destination message)
ARP REQUEST is BROADCAST = sent to all hosts on network, except the one it received the

request from.

An ARP REQUEST frame has:

e Source IP Address

e Destination IP Address

e Source MAC address

¢ BROADCAST MAC Address - FFFF.FFFF.FFFF
An ARP REPLY frame has:

e Source IP Address

e Destination IP Address

e Source MAC address

e Destination MAC Address
ARP REPLY is a known UNICAST frame = Sent only to the host that sent the ARP REQUEST.

PING
e A network utility that is used to test reachability
e Measures round-trip time
e Uses two messages:
0 ICMP Echo REQUEST
o ICMP Echo REPLY

e ISUNICAST
e Command to use ping:
0 ping

By Default, a CISCO IOS sends 5 ICMP requests/replies (Default size is 100-bytes)

e Anperiod (.) is a failed ping
e An exclamation mark (!) is a successful ping

27



USEFUL CISCO I0S COMMANDS (from Privileged EXEC mode)
PC1# show arp // shows hosts ARP table

SW1l#show mac address-table // show the switches MAC table

Will show:
Vlan --- MAC Address --- Type --- Ports(interfaces)
(Vlan = Virtual Local Area Network)

28



SW1# clear mac address-table dynamic

/I clears the entire switches MAC table. // IF the optional MAC address is used, it will clear the SPECFIC
MAC address.

SW1 #clear mac address-table dynamic interface

/I clears the MAC table entry of the Switch by it's INTERFACE name.

29



7. 1Pv4 ADDRESSING : PART 1

OSI MODEL - NETWORK LAYER (Layer 3)
e Provides connectivity between end hosts on DIFFERENT networks (ie: outside of the LAN)
e Provides logical addressing (IP addresses)
e Provides path selection between SOURCE and DESTINATION
o ROUTERS operate at LAYER 3
ROUTING
SWITCHES (Layer 2 Devices) do no separate different networks. They connect and EXPAND networks
within the same LAN.
By adding a ROUTER, however, between two SWITCHES, you create a SPLIT in the network; each with
it's own network IP address.
Example: 192.168.1.0/24 (255.255.255.0) 192.168.2.0/24 (255.255.255.0)

ROUTERS have unique IP Addresses for EACH of their interface connections, depending on their
location.

The IP Address for the ROUTER's GO/0 Interface is: 192.168.1.254/24

The IP Address for the ROUTER's GO/1 Interface is: 192.168.2.254/24

The IP Address depends on network address of the LAN it is connects to.

The NETWORK portion of given IP Address will be the same for all HOSTS on a given LAN.

Example:

192.168.1.100 192.168.1.105 192.168.1.205

All of these addresses are on the SAME Network because the NETWORK PORTION of their IP Address
is the same (192.168.1) while the HOST part (100,105,205) is UNIQUE!

When a BROADCAST message hits a ROUTER, it does NOT continue onward. It stays within the LOCAL
LAN (Switch/Hosts).

IPv4d HEADER
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IP (or Internet Protocol) is the primary Layer 3 protocol in use today. Version 4 is the version in use in
most networks.

IPv4 Headers contain MORE fields than the ETHERNET header.

IPv4 Headers contain a SOURCE IP Address and DESTINATION IP Address field.

This FIELD is 32-bits(4-bytes) in length (0-31)

192.168.1.254 (each decimal number represents 8 hits)

Translated to Binary:

11000000 . 10101000 . 00000001 . 11111110

EACH of these 8 bit groups are referred to as an OCTET

Since Binary is difficult to read for people, we use the Dotted Decimal format.

REVIEW of DECIMAL and HEXADECIMAL

Decimal (base 10)

Ex: 3294 = (3 * 1000) + (2 * 100) + (9 * 10) + (4 * 1)
Hexadecimal (base 16)

Ex: 3294, would be CDE

C (C*256/12*256 = 3072) // 256ths position

D (D * 16/ D=13 so 16*13 = 208) // 16ths position
E(E*1/E=14) /I 1s position

Adding these up, we get 3294
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So, how do we convert a BINARY NUMBER to a DECIMAL NUMBER? The same way we convert to
Hexadecimal.

10001111

So:

1*128 =128

1*8=8

1*4=4

1*2=2

1*1=1

Add themallup: 128 +8 +4 +2 + 1 =143
The answer is 143.

Another example:

01110110

1*64 =64

1*32=32

1*16=16

1*4=4

1*2=2

Add them all up: 64 +32 + 16 + 4 + 2 =118
The answer is 118.

Another example:

11101100

1*128=128

1*64 =64

1*32=32

1*8=8

1*4=4

Add them all up: 128 + 64 + 32 + 8 + 4 = 236
The answer is 236.

So, how do we convert a DECIMAL NUMBER to a BINARY NUMBER?

Take the number 221.

We can take that number and start subtracting it from LEFT to RIGHT of our Binary slots.
221

221-128 =93 so we place a 1 in the "128" slot

10000000

93 - 64 = 29 so we place another 1 in the "64" slot

29 - 32 isn't possible so we place a 0 in the "32" slot
29 -16 =13 so we place a 1 in the "16" slot

13 -8 =5 so we place a 1 in the "8" slot
5-4=1sowe place a1 inthe "4" slot

1 - 2isn't possible so we put a 0 in the "2" slot
1-1is possible so we put a 1 in the "1" slot

This, then, allows us to the write out the BINARY number for 221.
Itis: 11011101

Another example: 127
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127 - 128 is not possible so 0 in "128"
127 - 64 is possible so 1 in "64"

63 - 32 is possible so 1 in "32"
31-16is possible so 1 in "16"

15 - 8 is possible so 1 in "8"

7 - 4 is possible so 1 in "4"

3 -2 is possible so 1 in"2"

1lis possible so 1 in"1"

So 127, in BINARY, is 0111 1111

Another example: 207

Alternatively, you can subtract the number from '255' (which is 1111111). The remainder, then, can be
used to "find" where the 0's are in the binary number.

255 -207 =48 s0 ...

11001111(32+16=48)

11001111 is the correct answer.

IPv4 ADDRESSES

So we now know that IP Addresses are the Dotted Decimal conversion of a series of BINARY NUMBERS

(broken up into 4 OCTETS) like so:
192.168.1.254/24
But what does the /24 stand for?

It means the FIRST 24 BITS of this address represent the NETWORK portion of the address.
192.168.1 is the NETWORK PORTION (the first 3 OCTETS)
.254 is the HOST PORTION (the last OCTET)
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CONVERT this BINARY number into an IPv4 Address:
10011010010011100110111100100000
10011010 . 01001110 . 01101111 . 00100000
Octets:
1. 128+16+8+2 =154
2. 64+8+4+2=78
3. 64+32+8+4+2+1=111
4, 32
The IPv4 address is: 154.78.111.32/16
154.78 is the NETWORK PORTION 111.32 is the HOST PORTION
Another Example:
00001100100000001111101100010111
00001100 . 10000000 . 11111011 . 00010111
Octets:
1. 8+4=12
2. 128
3. 255-4=251
4, 16+4+2+1=23
The IPv4 address is: 12.128.251.23/8
12 is the NETWORK PORTION 128.251.23 is the HOST PORTION

IPv4 ADDRESS CLASSES

IPv4 ADDRESSES are split up into 5 different ‘classes'. The class of an IPv4 is determined by the FIRST
OCTET of the address.

CLASS FIRST OCTET FIRST OCTET NUMBERIC RANGE

A Oxxxxxxx 0-126 + 127 'loopback’ B 10xxxxxx 128-191 C 110xxxxx 192-223 D 1110xxxx 224-239 E
1111xxxx 240-255

From the above chart, if the FIRST OCTECT STARTS with 0, the numeric RANGE of possible first
DOTTED DECIMAL is between 0-127.

The CLASSES we will be focusing on are CLASS Ato CLASS C.
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D CLASS are reserved for 'MULTICAST' ADDRESSES
E CLASS are reserved for 'EXPERIMENTAL' ADDRESSES

A CLASS USUALLY have a range of 1-126? WHY?
Because 127 is usually reserved for 'loopback addresses'
127.0.0.0 to 127.255.255.255 are used to test the network.
e Used to test the 'Network stack' (OSI & TCP/IP model) on the local device.

The PREFIX LENGTH is the LENGTH of the NETWORK PORTION of the Address.

From the examples above:

12.128.251.23/8 is a CLASS A Address 154.78.111.32/16 is a CLASS B Address 192.168.1.254/24 is a
CLASS C Address

Because the NETWORK portion of CLASS A is so short, it means there are a LOT more potential Hosts.
Because the NETWORK portion of CLASS C is so long, it means fewer potential Hosts.

NETMASK
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A NETMASK is written like a Dotted Decimal IP Address
CLASS A: /8 = 255.0.0.0

CLASS B: /16 = 255.255.0.0

CLASS C: /24 = 255.255.255.0

NETWORK ADDRESSES

If the HOST PORTION of an IP ADDRESS is ALL O's, it means it is the NETWORK ADDRESS = the
identifier of the network itself.

Example: 192.168.1.0/24 = THIS is a NETWORK ADDRESS.

A NETWORK ADDRESS cannot be assigned to a HOST. ANETWORK ADDRESS is the FIRST
ADDRESS.
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If the HOST PORTION of an IP ADDRESS is ALL 1's, it means it is the BROADCAST ADDRESS for the
network.

A BROADCAST ADDRESS cannot be assigned to a HOST.

DESTINATION IP : 192.168.1.255 (Broadcast IP address) DESTINATION MAC : FFFF.FFFF.FFFF
(Broadcast MAC address)

Because of the two 'reserved' addresses, the range of USABLE HOST ADDRESSES is 1 to 254.
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8. IPv4 ADDRESSING : PART 2

MAXIMUM HOSTS PER NETWORK
Let's take a Class C Network:
192.168.1.0/24

(gives a range of 0 ---> 255)

Said another way, the HOST portion (the .0) is equal to 8 bits so...

Host portion = 8 bits = 28 = 256

HOWEVER, since the Network Address (Network ID)
192.168.1.0 is Reserved

AND

192.168.1.255 (BROADCAST ADDRESS) is ALSO reserved.
The MAXIMUM Hosts per Network = 278-2 = 254 hosts

What about a Class B Network ?

172.16.0.0/16 ----> 172.16.255.255/16

Host portion = 16 bits = 216 = 65,536

Maximum hosts per network = 2*16-2 = 65,534 hosts

What about a Class A Network ?

10.0.0.0/8 ------------- > 10.255.255.255/8

Host portion = 24 bits = 2"24 = 16,777,216

Maximum hosts per network = 2"24-2 = 16,777,214 hosts

THEREFORE:

The formula for calculating the number of HOSTS on a network is:

2"~ N -2 (2 to the power of N - 2)
where N = number of HOST bits

FIRST / LAST USABLE ADDRESSES

Class C Network

192.168.1.0/24 (NETWORK ADDRESS)

Add 1 so the Host Portion = 00000001
192.168.1.1/24 = FIRST USABLE ADDRESS

192.168.1.255/24 (BROADCAST ADDRESS)
Subtract 1 from the BROADCAST ADDRESS = 11111110
192.168.1.254/24 = LAST USABLE ADDRESS

Class B Network

172.16.0.0/16 (NETWORK ADDRESS)

Add 1 to Host portion so 0000 0000 0000 0001
172.16.0.1/16 is the FIRST USABLE ADDRESS

172.16.255.255/16 (BROADCAST ADDRESS)
Subtract 1 to Broadcast Address so 1111 1111 1111 1110
172.16.255.254/16 is the LAST USABLE ADDRESS

Class A Network

10.0.0.0/8 (NETWORK ADDRESS)

Add 1 to Host portion so 00000000 00000000 00000001
10.0.0.1/8 is the FIRST USABLE ADDRESS

10.255.255.255/8 (BROADCAST ADDRESS)
Subtract 1 to Broadcast Address so 1111 1111 1111 1110
10.255.255.254/16 is the LAST USABLE ADDRESS
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CISCO CLI DEVICE CONFIGURATION
R1> enable R1# show ip interface brief
Lists the Interfaces, IP Addresses, Method, Status, and Protocol.
Interfaces:

e What port interfaces are available/connected
IP Addresses

e Self explanatory. What IP Address is assigned.
Method

e What method was the IP address assigned?
Status (Layer 1 Status)

e Current status of interface

e 'administratively down' = Interface has been disabled with the 'shutdown' command
Administratively down is the DEFAULT status of Cisco Router interfaces.
Cisco Switch interfaces are NOT administratively down by DEFAULT.
Protocol (Layer 2 Status)

e Cannot operate if Status (Layer 1) is down

/I configure terminal cmd

R1# conft

/I This enters interface configuration mode

R1(config)# interface gigabitethernet 0/0

This can be shortened to 'g0/0' like they are listed in physical network maps.

/I This sets the IP ADDRESS and SUBNET MASK of device
R1(config-if) #ip address 10.255.255.254 255.0.0.0
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/I This enables the device
R1(config-if) #no shutdown

Two messages should appear showing the state has changed to 'up’ (Status). Second message should
show line protocol is now 'up' (Protocol).

//'do' allows you to run a Privileged EXEC command from outside the mode.

R1(config-if) #do show ip interface brief

Good to confirm that the device/interface you have configured is up and running.

More 'show' CLI Commands

'show interfaces '
e Shows Layer 1 and Layer 2 information about the interface and some Layer 3.
e Shows MAC Address (or BIA address)
e IP Address
e ... and so much more
'show interfaces description'
e Allows you to add descriptions for interfaces.
Example:
/I Configure mode for interface Gigabyte Interface 0/0
R1(config) #int g0/0
R1(config) #description ## to SW1 ##
This sets the 'Description' column to display:
Interface Description
GIi0/0 ## to SW1 ##
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9. SWITCH INTERFACES

CISCO CLI for SWITCHES

/I enter Privileged EXEC mode

SW1l>enable

/I Show all interfaces of Switch 1.

SWH# show ip interface brief

This will show the interfaces currently on Switch 1. It has the same information structure as Cisco
Routers.

Notice the Status (Layer 2) and Protocol (Layer 1) columns are showing "up/up”.

Unlike ROUTERS, SWITCHES do no DEFAULT to 'administrative down/down'(shutdown).
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Unconnected devices will show as "down" and "down" (not connected to another device)

/I Show the status of all interfaces on SW1

SWl#show interfaces status

This will list:

Ports

Name (which is description)

Status (connection status)

Vlan (can be used to divide up LANS) - Vlan 1 is the default.

Duplex (can the connection send/receive at same time?) - Auto is default
Speed (speed in bps) - Auto is default

Type (what medium is being used, speed of interface)
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INTERFACE RANGE

Unused Interfaces can pose a security risk so it's a good idea to deactivate them.
However, if you have 28+ interfaces not in use, do you have to do them one at a time?
Answer: No! There is a command to apply configurations to a range of interfaces.
Inside Global Config Mode (config t):

SW1(config)#interface range f0/5 - 12 // Choose all interfaces from 0/5 to 0/12
SW1(config-if-range)#description ## not in use ##

SW1(config-if-range)#shutdown

<< this will list all the interfaces being set to administratively down >>

Confirm with 'show interface status' in Privileged EXEC mode or if in CONFIG mode, use 'do show
interface status'
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FULL / HALF DUPLEX
HALF DUPLEX:
e Device cannot send / receive data at the same time. If it is receiving a frame, it must wait before
sending a frame.
FULL DUPLEX:
e Device CAN send / receive data at the same time. It does NOT have to wait.
MOST modern SWITCHES support FULL DUPLEX.

WHERE is HALF DUPLEX used? Almost nowhere.
In the past, LAN HUBS used HALF DUPLEX.
When multiple packets were received by the HUB, the HUB would simple FLOOD the connections with
frame data, causing a COLLISION (on the interface), and hosts would not receive the frame intact.
All devices connected to a HUB are called a COLLISION DOMAIN.
To DEAL with COLLISIONS, Ethernet devices use a mechanism called CSMA/CD.
CSMA/CD = CARRIER SENSE MULTIPLE ACCESS with COLLISION DETECTION.
o Before sending frames, devices 'listen’ to the collision domain until they detect that other devices
are not sending.
e |F acollision occurs, the device sends a jamming signal to inform the other devices that a
collision happened.
o Each device will wait a random period of time before sending frames again.
e The process repeats.

SWITCHES are more sophisticated than HUBS.
HUBS are Layer 1 Devices - Collisions are common and use CSMA/CD. SWITCHES are Layer 2 Devices
- Collisions RARELY occur.
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SPEED / DUPLEX AUTONEGOTIATION
¢ Interfaces that can run at different speeds (10/100 or 10/100/1000) have a default setting of
SPEED AUTO and DUPLEX AUTO.
o Interfaces 'advertise' their capabilities to the neighbouring device, and they negotiate the best
SPEED and DUPLEX settings they are both capable of.
WHAT if AUTONEGOTIATION is DISABLED on the device connected to the SWITCH ?

e SPEED: The SWITCH will try to send at the speed that the other device is operating at. If it fails
to send the speed, it will use the slowest supported speed (ie: 10 Mbps on a 10/100/1000
interface).

e DUPLEX: If the speed is 10 or 100 Mbps the SWITCH will use HALF DUPLEX. If the speed is
1000 Mbps or great, it will use FULL DUPLEX.

INTERFACE COUNTERS AND ERRORS
Show using the:
/I Privileged EXEC mode
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SW1l#show interfaces
Error stats will be at the bottom.

Packets Received / Total bytes received.

Runts: Frames that are smaller than the minimum frame size (64 bytes)
Giants: Frames that are larger than the maximum frame size (1518 bytes)
CRC: Frames that failed the CRC check (in the Ethernet FCS trailer)
Frame: Frames that have an incorrect format (due to an error)

Input errors: Total of various counters, such as the above four

Output errors: Frames the SWITCH tried to send, but failed due to an error

46



10. THE IPv4 HEADER

INTERNET PROTOCOL version 4 HEADER or IPv4 HEADER

HEADER is used at LAYER 3 to help send data between devices on separate networks, even on other
sides of the world over the Internet.

This is known as ROUTING.

THE IPv4 HEADER is used to ENCAPSULATE a TCP or UDP Segment.

To Review:

FIELDS OF THE IPv4 HEADER

FIELD # OF BITS
VERSION 4

IHL 4

DSCP 6

ECN 2

TOTAL LENGTH 16

IDENTIFICATION 16



FIELD # OF BITS

FLAGS 3
FRAGMENT OFFSET 13
TIME TO LIVE 8
PROTOCOL 8
HEADER CHECKSUM 16
SOURCE ADDRESS 32
DESTINATION ADDRESS 32
OPTIONS 320 Max
VERSION:

e LENGTH is 4 bits.

e |Ds version of IP used (IPv4 or IPv6)
o IPv4 =0100 in Binary (Decimal 4)
o IPv6 = 0110 in Binary (Decimal 6)

INTERNET HEADER LENGTH (IHL):
e LENGTH is 4 bits.
o Final field of IPv4 Header (Options) is variable in length so this field is necessary to indicate the
total length of the header.
e |Ds the length of the header in 4-BYTE INCREMENTS.
e The MINIMUM value is 5 (5 * 4-bytes = 20 bytes) - Empty OPTIONS Field
e The MAXIMUM value is 15 (15 * 4-bytes = 60 bytes)
MINIMUM IPv4 HEADER LENGTH = 20 Bytes! MAXIMUM IPv4 HEADER LENGTH = 60 Bytes!

DSCP (Differentiated Services Code Point):
e LENGTH is 6 bits.
e Used for QoS (Quality of Service)
e Used to prioritize delay-sensitive data (streaming voice, video, etc.)

ECN (Explicit Congestion Notification):
e LENGTH is 2 bits.
e Provides end-to-end (between two endpoints) natification of network congestion WITHOUT
dropping packets.
e Optional feature that requires both endpoints, as well as the underlying network infrastructure to
support it.

TOTAL LENGTH:

LENGTH is 16 bits.

Indicates the TOTAL length of the packet (L3 Header + L4 Segment)
Measured in bytes (not 4-byte increments like IHL)

Minimum value of 20 Bytes (IPv4 Header with NO encapsulated data)
Maximum value of 65,535 (MAXIMUM 16-bit value) = 2°16

IDENTIFICATION:
e LENGTH is 16 bits.
o If a packet is fragmented due to being too large, this field is used to identify which packet the
fragment belongs to.
o All fragments of the same packet will have their own IPv4 header with the same value in this field.
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Packets are fragmented, if larger than the MTU (Maximum Transmission Unit)
The MTU is usually 1500 bytes (Max size of an Ethernet frame)
Fragments are reassembled by the receiving host.

FLAGS:

LENGTH is 3 bits

Used to control/identify fragments.

Bit 0: Reserved, always set to 0.

Bit 1: Don't Fragment (DF bit), used to indicate a packet that should not be fragmented.

Bit 2: More Fragments (MF bit), set to 1 if there are more fragments in the packet, set to O for the
last fragment or NO fragments.

FRAGMENT OFFSET:

LENGTH is 13 bits
Used to indicated the position of the fragment within the original, unfragmented IP Packet.
Allows fragmented packets to be reassembled even if the fragments arrive out of order.

TIME TO LIVE (TTL):

LENGTH is 8 bits

e Avrouter will drop a packet with a TTL of O
e Used to prevent infinite loops
e Originally designed to indicated a packets maximum lifetime in seconds.
e In practice, indicates a 'hop count': each time the packet arrives at a router, the router decreases
the TTL by 1.
e Recommended default TTL is 64.
PROTOCOL:
e LENGTH is 8 bits
¢ Indicates the protocol of the encapsulated Layer 4 PDU
e Value of 1:ICMP
e Valueof 6: TCP
e Value of 17 : UDP
e Value of 89 : OSPF (Dynamic Routing Protocol)
e List of protocol numbers on Wikipedia : List of IP Protocol Numbers

HEADER CHECKSUM:

LENGTH is 16 bits

A calculated checksum used to check for errors in the IPv4 header.

When a router receives a packet, it calculates the checksum of the header and compares it to the
one in this field of a header.

If they do not match, the router drops the packet.

Used to check for ERRORS only in the IPv4 Header.

IP relies on the encapsulated protocol to detect errors in the encapsulated data.

Both TCP and UDP have their own checksum fields to detect errors in the encapsulated data.

SOURCE and DESTINATION:

LENGTH is 32 bits each
SOURCE IP = IPv4 ADDRESS of the Sender of the Packet.
DESTINATION IP = IPv4 ADDRESS of the intended Receiver of the Packet.

OPTIONS:

LENGTH is 0-320 bits
Optional / Rarely Used
If the IHL field is greater than 5, it means that Options are present.
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11la. ROUTING FUNDAMENTALS : PART 1

WHAT IS ROUTING ?
ROUTING is the process that routers use to determine the path that IP packets should take over a
network to reach their destination.
e ROUTERS store routes to all their known destinations in a ROUTING TABLE
e When ROUTERS receive PACKETS, they look in the ROUTING TABLE to find the best route to
forward that packet.
There are two main routing methods (methods that routers use to learn routes):
e DYNAMIC ROUTING : ROUTERS use Dynamic Routing Protocols (ie: OSPF) to share routing
information with each other automatically and build their routing tables.
e STATIC ROUTING : A network engineer / Admin manually configures routes on the router.
A ROUTE tells the ROUTER :
e to send a packet to Destination X, you should send the pack to next-hop Y
e orif the Destination is directly connected to the router, send the packet directly to the destination.
o orif the Destination is the router’s own IP address, receive the packet for yourself (don’t forward

it).

WAN (Wide Area Network) = network that extends over a large geographic area.
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11b. STATIC ROUTING : PART 2

REVIEW:
SWITCHES forward traffic WITHIN LAN's ROUTERS forward traffic BETWEEN LAN's

WAN (Wide Area Network)
e Network spread over a large area
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STATIC ROUTES:
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STATIC ROUTE CONFIGURATION:
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STATIC ROUTE CONFIGURATION with exit-interface
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DEFAULT ROUTE
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12. LIFE OF A PACKET

EACH Network device's interfaces have a UNIQUE MAC Addresses.

Ina TCP HEADER

SOURCE IP ADDRESS comes before DESTINATION IP ADDRESS
while...

in an ETHERNET HEADER

DESTINATION MAC ADDRESS comes before SOURCE MAC ADDRESS

59



60



61



62



63



64



65



When a HOST sends a packet to another HOST, the SOURCE or DESTINATION IP doesn't change -
even though ROUTERS may change the ETHERNET HEADER (SRC/DEST MAC ADDRESSES).
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13. SUBNETTING : PART 1

HOWEVER, only Class A, B, C Addresses can be assigned to a device as an IP Address.
CLASS PREFIX LENGTH
A/8B /16 C /24

The IANA (Internet Assigned Numbers Authority) assigns IPv4 addresses/networks to companies based
on their size.

The problem with 'CLASSFUL' assignment is that it led to IP Address wastefulness.

Example: A company requiring 5000 address was assigned a CLASS B IP, leaving 60000+ addresses
unused.

The IETF (Internet Engineering Task Force) introduce CIDR in 1993 to replace the "classful" addressing
system.
CIDR (Classless Inter-Domain Routing) removed the requirements of CLASS A, B, and C regarding size.
e This allowed larger networks to be split into smaller networks, allowing greater efficiency.
e These smaller networks are called "SUB-NETWORKS" or "SUBNETS"

HOW MANY USABLE ADDRESSES ARE THERE IN EACH NETWORK?
REMEMBER:

2"n - 2 = Usable Address n = number of host bits

CIDR PRACTICE!

203.0.113.0/25

/25 means the Subnetwork bit is 25 bits

203.0.113. 0 is written in binary as :

1100 1011 . 0000 0000 . 0111 0001 . O | OO0 0000

(Subnet prefix is the first 25 bits)
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Flipping all the bits to 1's, we get the SUBNET MASK for /25:

1111 2221 . 1111 1111 . 2221 1111 . 1 | 000 0000

which is equal to:

255.255.255.128 (because the last octet is 1000 0000 = 128 in binary)

SO - the based on previous definition of USABLE ADDRESSES, the number of hosts for 203.0.113.0 /25
is:

2/(7 bits) or (128) - 2 = 126 hosts.

What about /28 ?

203 .0.113. 0 is written in binary as :

1100 1011 . 0000 0000 . 0111 0001 . 0000 | 0000

(Subnet prefix is the first 28 bits)

flipping all the bits to 1's, we get the SUBNET MASK for /28:

1111 22271 . 11171 1111 . 2222 1111 . 1111 | 0000

which is equal to:

255.255.255.240 (because the last octet is 1111 0000) = 128+64+32+16 = (128+32) + (64+16) = 160 + 80
=240

The SUBNET MASK for /28 is 255.255.255.240 which has 16 hosts / group (2 * 4 bits = 16) - 2 Reserved
IPs for Network and Broadcast

SUBNETTING CHEATSHEET:
Group Size 128 64 32 16 8 4 2 1

Subnet Mask 128 192 224 240 248 252 254 255

CIDR /25 /26 /27 /28 /29 /30 /31 /32
3rd Octet /a7 /a8 /19 /20 /21 /22 /23 /24
2nd Octet /9 /10 /11 12 /a3 /14 /15 /16
1st Octet 11 2 /3 14 /5 16 7 /8

1. Use a given CIDR/Mask to find column on Cheat Sheet
a) CIDR/Subnet Mask map to each other
b) Locate Group Size
c) Increase by Group Size until you PASS the Target IP (not less or equal !)
d) If passing the Target IP reaches 256, increase the Octet BEFORE it by one and current Octet becomes
0: IF NECESSARY
Example: 10.2.2.256 — 10.2.3.0
Number BEFORE Target IP is NETWORK ID
Number AFTER Target IP is NEXT NETWORK
IP Address BEFORE Next Network is BROADCAST
IP Address AFTER Network ID is First Host
IP Address BEFORE Broadcast IP is Last Host
Group Size is total # of IP Addresses
o Don't forget to subtract 2 for USABLE #

Nogakwn

Solving CIDR/Subnet for 3rd Octet IPs :

Every number LEFT of 3rd Octet is 255. Every number RIGHT of 3rd Octet is 0

Example: 10.4.77.188 / 19 — Subnet : 255.255.224.0

You use the SAME process as above except when finding Target IPs, you use the 3rd Octet for your
Target.

Example: 10.4.77.188 /19 — Subnet : 255.255.224.0

256 - 224 = 32 so...

Using 32, we step through the address blocks 0, 32,64, and 96. Since 77 is between 64 and 96, there’s
our range.
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Network: 10.4.64.0 (Start / First Block)

Next: 10.4.96.0 (Second Block) ...

Number of IP Addresses is : 27(32-CIDR). In this example 2713 = 8192

Solving for 2nd and 1st Octet is the same as above, keeping in mind the Octet column is USED to check
for the Target number of a given address.

Alternative method to "Cheat Sheet"

1. Find the "magic octet" where a given IP /Prefix lies, from the bit chart shown (boundary digits are
inclusive of the octet preceding them)

2. Count the number of network bits (left to right) in that octet and count the same amount, using the
red bit slot chart. This'll be your address group size.

3. Subtract that number from 256 to find your Subnet Mask number used in the "magic octet" (any
octet LEFT of that "magic octet" will be 255, everything RIGHT of that octet will be 0)

4. Divide whatever IP octet number is in the "magic octet" by the address group size.

e If there is a remainder, multiple the whole integer by the address group size - your Base Network
Address is that value, with every octet to the right of that as all O's

e If there is NO remainder, the IP number in the "magic octet" IS the Base Network Address is that
value, with every octet to the right of that as all 0's

5. The Base Broadcast Number will be Network Base Number + Group Size - 1 in the "magic octet",
every value to the right of that octet will be 255.

6. Number of subnets is (2 to the power of the number of network bits in the "magic octet". ** 278 or
256 is equal to 0 **)

7. Total Useable Hosts size is (2 to the power of (32 - Prefix Length) -2)

Example 1:

154 .219. 154 .180/20

Third Octet = Magic

Address Group Size = 16 (L/R count of 4)
256 - 16 = 240 therefore Subnet Mask is 255.255.240.0

Divide 3rd digit / Address Group Size (16)
154/ 16 = 9 (with remainder)
9 * 16 = 144 (Base Network #)

Network : 154 .219.144 .0

Broadcast Base # =144 + 16 - 1 = 159

Broadcast : 154. 219 . 159 . 255

Subnets = 24 network bits = 16
Total Host Size = (2°(32 - 20))-2 = 4094
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Example 2:
84.75.21.6/10

Second Octet = Magic

Address Group Size = 64
256 - 64 =192

Subnet = 255.192.0.0

75/ 64 = 1 + remainder
1* 64 = 64 (Base Network #)

Network : 84.64.0.0
Broadcast Base # = 64 + 64 -1 = 127
Broacast : 84.127.255.255

Subnets : 272 = 4 Subnets
Total Host Size = (2(32-10))-2 = 4194302

70



14. SUBNETTING : PART 2

CLASS C NETWORKS

CLASS B NETWORKS
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15. SUBNETTING (VLSM) : PART 3

The process of subnetting Class A, Class B, and Class C is identical.

SUBNETTING CLASS A NETWORKS

Given a 10.0.0.0/8 network, you must create 2000 subnets which will distributed to various enterprises.
What prefix length must you use?

2710 = 1024 so 2”11 = 2048. We have to "borrow" 11 bits (Left to Right) to get enough subnets
0000 1010 . 0000 0000 . 000 | 00000 . 0000 0000

8 bits + 8 bits + 3 = 19 bits

0000 1010 . 0000 0000 . 000 | 00000 . 0000 0000 1111 1111 . 1111 1111 . 111 | 0OO000 . 0000 0000
255.255.224.0 is the Subnet mask

The answer is /19 (/8 + /11 =/19)

How many hosts per subnet? There are 13 host bits remaining so:

2713 - 2 = 8190 hosts per subnet

VARIABLE-LENGTH SUBNET MASKS (VLSM)
e Until now, we have practiced subnetting using FLSM (Fixed-Length Subnet Masks).
e This means that all of the subnets use the same prefix length (ie: Subnetting a Class C network
into 4 subnets using /26)
e VLSM (Variable-Length Subnet Masks) is the process of creating subnets of different sizes, to
make your use of network addresses more efficient.
e VLSM is more complicated than FLSM, BUT it's easy if you follow the steps correctly.
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So, in order:

TOKYO LAN A (110 HOSTS)

TORONTO LAN B (45 HOSTS)

TORONTO LAN A (29 HOSTS)

TOKYO LAN B (8 HOSTS)

and

THE POINT TO POINT CONNECTION (between the two ROUTERS)

192.168.1.0/ 24

1000 0000 . 1010 1000 . 0000 0001 | 0000 0000 (last is host octet = 254 usable hosts)
Shifting LEFT - we DOUBLE the # of hosts Shifting RIGHT - we HALF the # of hosts
TOKYO LAN A (we need to borrow 1 host bits, to the RIGHT, to leave enough for 277 or 128 hosts. More
than enough for TOKYO A)

So:

192.168.1.0/25 (Network Address)

1000 0000 . 1010 1000 . 0000 0001 . O | 000 0000

Converting remaining Host Bits to 1s:
0111 1111, we get 127 so

192.168.1.127/25 is the Broadcast Address

TOKYO LAN A

NETWORK ADDRESS: 192.168.1.0/25
BROADCAST ADDRESS: 192.168.1.127/25

FIRST USABLE: 192.168.1.1/25

LAST USABLE: 192.168.1.126/25

TOTAL NUMBER OF USABLE HOSTS: 126 (277 -2)

Since TOKYO LAN Ais 192.168.1.127, the next Subnet (TOKYO LAN B) starts at 192.168.1.128
(Network Address)

TORONTO LAN B

NETWORK ADDRESS: 192.168.1.128 / 26
BROADCAST ADDRESS: 192.168.1.191 / 26
FIRST USABLE: 192.168.1.129 /26

LAST USABLE: 192.168.1.190/ 26

TOTAL NUMBER OF USABLE HOSTS: 62 (2”6 -2)
We need to borrow to get enough for 45 hosts.
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128 64 32 16 8 4 2 1

X X 0 0 0O 0 0 O
1000 0000 . 1010 1000 . 0000 0001 . 10 | 00 0000

192 .168.1.128
1000 0000 . 1010 1000 . 0000 0001 . 10| 11 1111

192 .168. 1. 191 (Broadcast Address)

TORONTO LAN A
We need to borrow to get enough for 29 hosts.

128 64 32 16 8 4 2 1

X X X 0 0O 0 0 O
1000 0000 . 1010 1000 . 0000 0001 . 110 | 0 0000
192.168.1.192 (Net Address)
1000 0000 . 1010 1000 . 0000 0001 . 1101 1111
192.168.1.224 (Broadcast address)

NETWORK ADDRESS: 192.168.1.192 / 27

BROADCAST ADDRESS: 192.168.1.223 / 27

FIRST USABLE: 192.168.1.193 /27

LAST USABLE: 192.168.1.222 / 27

TOTAL NUMBER OF USABLE HOSTS: 30 hosts (2”5 - 2)

TOKYO LAN B We need to borrow to get enough for 8 hosts. Remember total usable hosts is equal to x -
2.

128 64 32 16 8 4 2 1

X X X X 0O 0 0 O
1000 0000 . 1010 1000 . 0000 0001 . 1110 | 0000
192.168.1.224 (Net Address)
1000 0000 . 1010 1000 . 0000 0001 . 1110 1111
192.168.1.239 (Broadcast address)

NETWORK ADDRESS: 192.168.1.224 / 28

BROADCAST ADDRESS: 192.168.1.239 / 28

FIRST USABLE: 192.168.1.225 /28

LAST USABLE: 192.168.1.238 / 28

TOTAL NUMBER OF USABLE HOSTS: 14 hosts (24 - 2)

POINT TO POINT CONNECTIONS
We need to borrow to get enough for 4 hosts. Remember total usable hosts is equal to x - 2.

128 64 32 16 8 4 2 1

X X X X X x 0 O
1000 0000 . 1010 1000 . 0000 0001 . 1111 00 | OO
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192.168.1.240 (Net Address)
1000 0000 . 1010 1000 . 0000 0001 . 1111 00 | 11
192.168.1.243 (Broadcast address)

NETWORK ADDRESS: 192.168.1.240 / 30
BROADCAST ADDRESS: 192.168.1.243 / 30

FIRST USABLE: 192.168.1.241 / 30

LAST USABLE: 192.168.1.242 / 30

TOTAL NUMBER OF USABLE HOSTS: 2 hosts (22 - 2)

ADDITIONAL PRACTICE FOR SUBNETTING

http://www.subnettingquestions.com http://subnetting.orqg https://subnettingpractice.com *** Preferred site

*k*%
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16. VLANS : PART 1

WHAT IS A LAN ?
e ALAN is asingle BROADCAST DOMAIN, including all devices in that broadcast domain.
BROADCAST DOMAINS
e A BROADCAST DOMAIN is the group of devices which will receive a BROADCAST FRAME
(Destination MAC : FFFF.FFFF.FFFF) sent by any one of the members.
Image of LAN with FOUR BROADCAST DOMAINS (192.168.1.0 / 24)

Performance :
Lots of unnecessary BROADCAST traffic can reduce network performance.
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BROADCAST FRAME flooding all our subnets with unnecessary traffic.

Security :

Even within the same office, you want to limit who has access to what. You can apply security policies on
a ROUTER / FIREWALL. Because this is one LAN, PC'’s can reach each other directly, without traffic
passing through the router. So, even if you configure security policies, they won'’t have any effect.
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WHAT IS A VLAN ?

VLANS:
e logically separate end-hosts at LAYER 2
e are configured on Layer 2 SWITCHES on a per-interface basis.
e any END HOST connected to that interface is part of that VLAN

PURPOSE OF VLANS:
Network Performance :

e Reduce unnecessary BROADCAST traffic, which helps prevent network congestion, and improve
network performance
Network Security :

e Limiting BROADCAST and unknown UNICAST traffic, also improves network security, since
messages won't be received by devices outside of the VLAN
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SWITCHES do not forward traffic directly between HOSTS in different VLANS
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Sending Packets to another VLAN (Routed through R1)
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HOW TO CONFIGURE VLANS ON CISCO SWITCHES
#show vlan brief

Shows which VLANS that exist on the SWITCH and what INTERFACES are in each VLAN
VLANs 1 (DEFAULT), 1002-1005 exist by default and cannot be deleted (5 VLANS)

HOW TO ASSIGN INTERFACES TO A VLAN
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1. Use the “interface range” command to select all the interfaces at once
2. Use the “switchport mode access” command to set the interface as an ACCESS PORT

WHAT IS AN ACCESS PORT?
e AnACCESS PORT is a SWITCHPORT which belongs to a single VLAN, and usually connects to
end hosts like PCs.
SWITCHPORTS which carry multiple VLANSs are called “TRUNK PORTS” (more info on TRUNK in next
chapter)
3. Use the “switchport access” command to assign a VLAN to a PORT

Use “#vlan <#>" to enter Configuration Mode for a given VLAN (this can also create a VLAN)
Use “#name " to configure a NAME for your VLAN
To check your VLAN configuration, use “#show vlan brief”
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Testing VLAN 10
Pinging from PC1 using 255.255.255.255 (FFFF:FFFF:FFFF) floods broadcast packets to R1 and
VLAN10 hosts only
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17. VLANS : PART 2

Basic VLAN topology from PART 1

What about THIS Network Topology ?

Notice this one has TWO Switches (SW1 and SW2) and ENGINEERING (VLAN 10) has two separate
locations on the network.

TRUNK PORTS
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¢ In a small network with few VLANS, it's possible to use a separate interface for EACH VLAN
when connecting SWITCHES to SWITCHES, and SWITCHES to ROUTERS
¢ HOWEVER, when the number of VLANS increases, this is not viable. It will result in wasted
interfaces, and often ROUTERS won't have enough INTERFACES for each VLAN
e You can use TRUNK PORTS to carry traffic from multiple VLANS over a single interface
A TRUNK PORT carrying multiple VLAN connections over single interface

How does a packet know WHICH VLAN to send traffic to over the TRUNK PORT ?

VLAN TAGS !
SWITCHES will “tag” all frames that they send over a TRUNK LINK. This allows the receiving SWITCH to

know which VLAN the frame belongs to.
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TRUNK PORT = “Tagged” ports
ACCESS PORT = “Untagged” ports

VLAN TAGGING
e There are TWO main TRUNK protocols:
0 ISL (Inter-Switch Link)
o |IEEE 802.1Q (also known as “dot1q”)
ISL is an old Cisco proprietary protocol created before industry standard IEEE 802.1Q
IEEE 802.1Q is an industry standard protocol created by the IEEE (Institute of Electrical and Electronics
Engineers)
You will probably NEVER use ISL in the real world; even modern Cisco equipment doesn'’t use it.
For the CCNA, you will only need to learn 802.1Q

ETHERNET HEADER with 802.1Q

e The 802.1Q TAG Is inserted between the SOURCE and TYPE/LENGTH fields in the ETHERNET
FRAME
e The TAG is 4 bytes (32 bits) in length
e The TAG consists of TWO main fields:
0 Tag Protocol Identifier (TPID)
0 Tag Control Information (TCI)
= TCI consists of THREE sub-fields:

TPID (TAG Protocol Identifier) :

e 16 bits (2 bytes) in length

o Always set to a value of 0x8100. This indicates that the frame is 802.1Q TAG
TCI/ PCP (Priority Code Point) :

e 3 bhitsin length

e Used for Class of Service (CoS), which prioritizes important traffic in congested networks
TCI1/ DEI (Drop Eligible Indicator) :

e 1 bitinlength

e Used to indicated frames that can be dropped if the network is congested
TCI/VID (VLAN ID) :

e 12 bits in length
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Identifies the VLAN the frame belongs to

12 bits in length = 4096 total VLANS (2712), range of 0 - 4095
VLANSs 0 and 4095 are reserved and can’t be used

Therefore, the actual range of VLANs is 1 - 4094

NOTE : Cisco’s ISL also had a VLAN range of 1 - 4094

VLAN RANGES

NATIVE VLAN
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TRUNK CONFIGURATION
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Many modern switches do not support Cisco’s ISL at all. They only support 802.1Q (dot1q)

However, SWITCHES that do support both (like the one | am using in this example) have a TRUNK
encapsulation of “AUTO” by default

To MANUALLY configure the INTERFACE as a TRUNK PORT, you must first set the encapsulation to
“802.1Q” or “ISL”. On SWITCHES that only support 802.1Q, this is not necessary

After you set the encapsulation type, you can then configure the interface as a TRUNK

1. Select the interface to configure
2. Use “#switchport trunk encapsulation dotlqg” to set the encapsulation mode to 802.1Q

3. Use “#switchport mode trunk” to manually configure the interface to TRUNK
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Use the “#show interfaces trunk” command to confirm INTERFACES on TRUNK

Commands to allow a VLAN on a given TRUNK
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Command to change the NATIVE VLAN
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Setting up our TRUNKS for this Network

We will need to configure :

SW1 : g0/0 interface (already configure above this section)
SW2: g0/0, and g0/1 interface

SW2 go/0
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SW2 go/1

What about the ROUTER, R1 ?

ROUTER ON A STICK (ROAS)
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NOTE the Sub-Interface names (like the network diagram) of 0.10, 0.20 and 0.30

You assign them IP addresses identically like you would a regular interface (using the last usable IP
address of a given VLAN subnet)

Sub-interfaces will appear with the “show ip interface brief” command

They also appear in the “show ip route” command (Route Table)

95



ROAS is used to route between multiple VLANSs using a SINGLE interface on a ROUTER and SWITCH

The SWITCH interface is configured as a regular TRUNK
The ROUTER interface is configured using SUB-INTERFACES. You configure the VLAN tag and IP

address on EACH SUB-INTERFACE
The ROUTER will behave as if frames arriving with a certain VLAN tag have arrived on the SUB-

INTERFACE configured with that VLAN tag
The ROUTER will TAG frames sent out of EACH SUB-INTERFACE with the VLAN TAG configured on the

SUB-INTERFACE
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18. VLANS : PART 3

NATIVE VLAN ON A ROUTER (ROAS)

Native VLAN untagged frames are faster and more efficient (smaller) than tagged ones.
Let's reset all SWITCHES (SW1 and SW2) to native vlan 10

There are TWO methods of configuring the native VLAN on a router:
e Use the command “encapsulation dotlg ” on a Sub-Interface

OR
e Configure the IP address for the native VLAN on the router’s physical interface (the
“encapsulation dotlg command is not necessary”

Output of “show running-config” of GO/O Interface

97



LAYER 3 (MULTILAYER) SWITCHES
ICON APPEARANCE

A MULTILAYER SWITCH is capable of both SWITCHING and ROUTING

Itis LAYER 3 AWARE

You can assign IP Addresses to its L3 Virtual Interface, like a router

You can create Virtual Interfaces for each VLAN, and assign IP addresses to those interfaces
You can configure routes on it, just like a ROUTER

It can be used for inter-VLAN routing

98



SW2 Replaced with a Layer 3 Switch
Multi-VLAN connections to R1 removed and replaced with a point-to-point Layer 3 connection

e SVIs (Switch Virtual Interfaces) are the virtual interfaces you can assign IP addresses to in a
MULTILAYER SWITCH.

e Configure each HOST to use the SVI (NOT the ROUTER R1) as their Gateway Address

e To send traffic to different SUBNETS / VLANS, the PCs will send traffic to the SWITCH, and the
SWITCH will route the traffic.
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Clearing R1 configuration to set to work with the Layer 3 Point-to-Point connection
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#no interface : removes the VLAN interface

#default interface g0/0 : resets the g0/0 interface to it's default settings

Then configure the default R1 GO/0 interface’s to IP address : 192.168.1.194 (as per the network
diagram)

Configuration of SW2 to use SVI and the Layer 3 Point-to-Point connection with R1

“default interface " : resets settings on specified interface to defaults

“ip routing” : IMPORTANT command to enable Layer 3 routing on the SWITCH

“no switchport” : configures the interface from a Layer 2 Switchport to a Layer 3 “routed port”

The sets the Default Route to R1 (192.168.1.194) so that all traffic leaving the network gets routed
through R1's Gateway of Last Resort (aka The Default Gateway)
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SVI CONFIGURATION ON SW2 (Virtual LAYER 3 ROUTING INTERFACES)
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SVIs are shut down by default, so remember to use “no shutdown”

Creating an unknown SVI (VLAN 40) and the Status/Protocol is “down/down”
What are the conditions for a SVI to be “up/up” ?
e The VLAN must exist on the SWITCH
e The SWITCH must have at least ONE access port in the VLAN in an “up/up” state AND/OR one
TRUNK port that allows the VLAN that is in an “up/up” state
e The VLAN must not be shutdown (you can use the “shutdown” command to disable a VLAN)
e The SVI must not be shutdown (SVIs are disabled, by default)
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The VLAN trunk has been successfully replaced by an Layer 3 SWITCH SVI.
All hosts should be able to connect with each other (tested with “ping”) as well as reach the external
internet (via the Cloud symbol attached to R1)
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19. DTP/ VTP (Not in Syllabus)

DTP (Dynamic Trunking Protocol)
e Protocol that allows SWITCHES to negotiate the status of their SWITCHPORTS, without manual
configuration, to be:
0 ACCESS PORTS
0 TRUNK PORTS
e DTP is ENABLED by default on all Cisco SWITCH interfaces
We've been manually configuring SWITCHPORTS using :
e ‘“switchport mode access”
e ‘“switchport mode trunk”
'show interfaces <interface-id> switchport' will show you a switchport’s settings.
For security purposes, manual configuration is recommended. DTP should be disabled on ALL
SWITCHPORTS

DYNAMIC DESIRABLE:
e This MODE will actively try to form a TRUNK with other Cisco SWITCHES.
o Will form a TRUNK if connected to another SWITCHPORT in the following modes:
o ‘“switchport mode trunk”
o0 ‘“switchport mode dynamic desirable”
0 ‘“switchport mode dynamic auto”
HOWEVER ... if the other interface is set to “static access” (ACCESS mode), it will NOT form a TRUNK, it
will be an ACCESS PORT
DYNAMIC AUTO:
e This MODE will NOT actively try to form a TRUNK with other Cisco SWITCHES
o Will form a TRUNK if connected SWTICH is actively trying to form a TRUNK.
e [t will form a TRUNK with a SWITCHPORT in the following modes:
o ‘“switchport mode trunk”
o ‘“switchport mode dynamic desirable”
TRUNK to ACCESS connection will operate in a Mismatched Mode.
This configuration does NOT work and SHOULD result in an error. Traffic will NOT work.
TABLE SHOWING THE DIFFERENT MODES AND COMPATIBILITY IN FORMING A TRUNK
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DTP will NOT form a TRUNK with:
a ROUTER
aPC
etcetera ...
The SWITCHPORT will be in ACCESS Mode only!
OLD SWITCHES:
e “switchport mode dynamic desirable” = Default administrative mode.
NEWER SWITCHES:
e “switchport mode dynamic auto” = Default administrative mode.
HOW TO DISABLE DTP NEGOTIATION ON AN INTERFACE:
e “switchport nonegotiate”
e “switchport mode access”
It is a security recommendation to disable DTP on all SWITCHPORTS and manually configure them as
ACCESS or TRUNK ports.

ENCAPSULATION:
SWITCHES that support both:
e 802.1Q
e ISL
TRUNK encapsulation can use DTP to negotiate the encapsulation they will use.
e Negotiation is Enabled by default
'switchport trunk encapsulation negotiate'
e |SLis favored over 802.1Q
o If BOTH SWITCHES support ISL, ISL will be selected.
e DTP frames are sent in:
0 VLAN1 when using ISL
o0 Native VLAN when using 802.1Q (the default native VLAN is VLAN1, however)

VTP (VLAN Trunking Protocol)
In Privileged EXEC mode:
#show vtp status
e Protocol for configuring VLANs on a Central SWITCH
0 ASERVER that other SWITCHES synch. to (auto configuring by connection)
Other switches (VTP CLIENTS) will synchronize their VLAN database to the SERVER
Designed for large networks with many VLANs (reduces manual configuration)
RARELY used. Recommended you DO NOT USE it
There are THREE VTP Versions :
o vl
= Does NOT supports Extended VLAN Range 1006-4094
o V2
= Does NOT supports Extended VLAN Range 1006-4094
= Supports Token Ring VLANS ; otherwise similar to V1
o v3
= Supports Extended VLAN Range 1006-4094
= CLIENTS store VLAN dBase in NVRAM
e There are THREE VTP modes:
o0 SERVER
o CLIENT
0 TRANSPARENT
e Cisco SWITCHES operate in VTP SERVER mode, by default

106



VTP SERVERS:
Can ADD / MODIFY / DELETE VLANs
Store the VLAN dBase in NVRAM
Increase Revision Number every time VLAN is Added / Modified / Deleted
Advertises Latest Version of VLAN dBase on TRUNK interfaces.
VTP CLIENTS synchronize their VLAN dBase to it
VTP SERVERS also function as VTP CLIENTS
0 THEREFORE, a VTP SERVER will synchronize to another VTP SERVER with a
higher Revision Number
& One danger of VTP: Connecting an old SWITCH with higher Revision Number to network (and if the
VTP Domain Name matches), all SWITCHES in Domain will synchronize their VLAN dBase to SWITCH
VTP CLIENTS:
(config)# vtp mode client
e Cannot Add / Modify / Delete VLANs
e Does NOT store the VLAN database in NVRAM
o VTP v3 CLIENTS DO
e  Will synchronize their VLAN dBase to the SERVER with the highest version number in their VTP
Domain
e Advertise their VLAN dBase and forward VTP Advertisements to other CLIENTS over TRUNK
Ports
VTP TRANSPARENT MODE:
(config)# vtp mode transparent
Does NOT participate in VTP Domain (does NOT sync VLAN database)
Maintains own VLAN dBase in NVRAM.
Can Add / Maodify / Delete VLANs
Won't Advertise to other SWITCHES
Will forward VTP advertisements to SWITCHES in the same Domain as it.

VTP DOMAINS

If a SWITCH with no VTP Domain (Domain NULL) receives a VTP advertisement with a VTP Domain
name, it will automatically join that VTP Domain

If a SWITCH receives a VTP advertisement in the same VTP domain with a higher revision number, it will
update it's VLAN database to match

REVISION NUMBERS:

There are TWO ways to RESET a REVISION NUMBER to O:
e Change VTP Domain to an unused Domain
e Change VTP mode to TRANSPARENT

VTP VERSION NUMBER
(config)#vtp version <version number>
Changing the Version # will force sync/update all connected SWITCHES to the latest Version #
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20. SPANNING TREE PROTOCOL (STP) : PART 1

REDUNDANCY IN NETWORKS
e Essential in network design
e Modern networks are expected to run 24/7/265; even a short downtime can be disastrous for
business.
e If one network component fails, you must ensure that other components will take over with little or
no downtime.
e As much as possible, you must implement REDUNDANCY at every possible point in the network
AN EXAMPLE OF A POORLY DESIGNED NETWORK

NOTE the many single-point failures that could occur (single connections)
ABETTER NETWORK DESIGN

UNFORTUNATELY :

e Most PCS only have a single network interface card (NIC), so they can only be plugged into a
single SWITCH. However, important SERVERS typically have multiple NICs, so they can be
plugged into multiple SWITCHES for redundancy!

So HOW can all this redundancy be a BAD thing?
BROADCAST STORMS
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FLOODED WITH ARP REQUESTS (Red = Clockwise Loops // Purple = Counter-Clockwise Loops)
Network Congestion isn’t the only problem.

Each time a FRAME arrives on a SWITCHPORT, the SWITCH uses the SOURCE MAC ADDRESS field
to “learn” the MAC ADDRESS and update it's MAC ADDRESS TABLE.

When frames with the same SOURCE MAC ADDRESS repeatedly arrive on different interfaces, the
SWITCH is continuously updating the interface in it's MAC ADDRESS TABLE.

This is called MAC ADDRESS FLAPPING

So how we design a network, with redundant paths, that doesn't result in LAYER 2 LOOPS.

SPANNING TREE PROTOCOL is one solution

STP (SPANNING TREE PROTOCOL) : 802.1D
e “Classic Spanning Tree Protocol” is IEEE 802.1D
e SWITCHES from ALL vendors run STP by Default
e STP prevents LAYER 2 loops by placing redundant PORTS in a BLOCKING state, essentially
disabling the INTERFACE
e These INTERFACES act as backups that can enter a FORWARDING state if an active
(=currently forwarding) INTERFACE fails.
e INTERFACES in a BLOCKING state only send or receive STP messages (called BPDUs = Bridge
Protocol Data Units)
SPANNING TREE PROTOCOL still uses the term “BRIDGE". However, when use the term “BRIDGE”,
we really mean “SWITCH”. BRIDGES are not used in modern networks.
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ORANGE INTERFACE is “BLOCKED” causing a break in the loops

If changes occur in the connections, the traffic will adjust the topology.

e By selecting WHICH ports are FORWARDING and which ports are BLOCKING, STP creates a
single path TO / FROM each point in the NETWORK. This prevents LAYER 2 Loops.

e There is a set process that STP uses to determine which ports should be FORWARDING and
which should be BLOCKING

e STP-enabled SWITCHES send / receive “Hello BPDUs” out of all INTERFACES

0 The default timer is : ONCE every TWO seconds per INTERFACE!
e |f a SWITCH receives a “Hello BPDU” on an INTERFACE, it knows that INTERFACE is

connected to another SWITCH (ROUTERS, PCs, etc. do NOT use STP so do not send “Hello
BPDUs")

WHAT ARE BPDUs USED FOR?

e SWITCHES use one field in the STP BPDU, the BRIDGE ID field, to elect a ROOT BRIDGE for
the NETWORK

e The SWITCH with the lowest BRIDGE ID becomes the ROOT BRIDGE
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e ALL PORTS on the ROOT BRIDGE are put in a FORWARDING state, and other SWITCHES in
the topology must have a path to reach the ROOT BRIDGE

To REDUCE the BRIDGE PRIORITY, we can only change it in units of 4096 !
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In THIS TOPOLOGY, SW1 becomes the ROOT BRIDGE due to it's MAC ADDRESS being LOWEST
(Hex “A” = 10)

ALL INTERFACES on the ROOT BRIDGE are DESIGNATED PORTS.
DESIGNATED PORTS ARE IN A FORWARDING STATE!
ROOT BRIDGE
e When a SWITCH is powered on, it assumes it is the ROOT BRIDGE
o It will only give up its position if it receives a “SUPERIOR” BPDU (lower BRIDGE ID)

e Once the topology has converged and all SWITCHES agree on the ROOT BRIDGE, only the
ROOT BRIDGE sends BPDUs

e Other SWITCHES in the network will forward these BPDUSs, but will not generate their own
original BPDUs

SPANNING TREE PROTOCOL STEPS
1. One SWITCH is elected as ROOT BRIDGE. All PORTS on the ROOT BRIDGE are
DESIGNATED PORTS (FORWARDING STATE)
e ROOT BRIDGE selection order:
o
1. Lowest BRIDGE ID
o)
2. Lowest MAC Address (in case of Bridge ID tie)
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2. Each remaining SWITCH will select ONE of its INTERFACES to be it's ROOT PORT
(FORWARDING STATE). PORTS across from the ROOT PORT are always DESIGNATED
PORTS.

e ROOT PORT selection order:

o]

1. LOWEST ROOT COST (see STP COST CHART)
o]

2. LOWEST NEIGHBOUR BRIDGE ID
o]

3. LOWEST NEIGHBOUR PORT ID

3. Each remaining COLLISION DOMAIN will select ONE INTERFACE to be a DESIGNATION PORT
(FORWARDING STATE). The other PORT in the COLLISION DOMAIN will NON-DESIGNATED
(BLOCKING)

e DESIGNATED PORT SELECTION:

o]

1. INTERFACE on SWITCH with LOWEST ROOT COST
o]

2. INTERFACE on SWITCH with LOWEST BRIDGE ID

STP COST CHART
Only OUTGOING INTERFACES toward the ROOT BRIDGE have a STP COST, not RECEIVING
INTERFACES. Add up all the OUTGOING PORT costs until you reach the ROOT BRIDGE

SW1 is the ROOT BRIDGE so has a STP COST of 0 on ALL INTERFACES
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The PORTS connected to another SWITCH’s ROOT PORT MUST be DESIGNATED (D).
Because the ROOT PORT Is the SWITCH's path to the ROOT BRIDGE, another SWITCH must not block
it.

STP PORT ID (in case of a tie-breaker)

NEIGHBOUR SWITCH PORT ID (in case of a tie-breaker)
(D) = DESIGNATED PORT
(R) = ROOT PORT
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HOW TO DETERMINE WHICH PORT WILL BE BLOCKED TO PREVENT LAYER 2 LOOPS

QuIZ

Identify the ROOT BRIDGE and the ROLE of EACH INTERFACE on the NETWORK (ROOT /
DESIGNATED / NON-DESIGNATED)
#1
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ALL SWITCHES have the same PRIORITY NUMBER (32769)

Tie-breaker goes to the LOWEST MAC ADDRESS

SWS3 has the LOWEST so it's the ROOT BRIDGE and ALL it's INTERFACES become DESIGNATED
Connections from SW1 (G0/1) and S4 (G0/0) to SW3 become ROOT INTERFACES

Because SW2 has TWO connections to SW1, both of SW1's INCOMING interfaces become
DESIGNATED.

SW2 G0/2 INTERFACE becomes a ROOT INTERFACE because the GO/0 INTERFACE of SW1 is
LOWER than it's GO/2 INTERFACE

The remaining interfaces on SW2 become NON-DESIGNATED because it has the HIGHEST ROOT
COST (12 = 4x 1 GB connection). INTERFACES they are attached to on other SWITCHES become
DESIGNATED

#2

SW4 has the LOWEST Priority Number so it is desighated ROOT BRIDGE

All of SW4 INTERFACES become DESIGNATED

SW2 G0/0 becomes ROOT PORT because SW4 GO0/0 connection is a LOWER NUMBER than GO0/1.
SW3 G0/1 becomes ROOT PORT

SW1 G0/1 becomes ROOT PORT because G0/1 cost is LESS than Fal/0 and 2/0

EACH remaining PORT will be either DESIGNATED or NON-DESIGNATED
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SW1 Fal/0 and 2/0 become NON-DESIGNATED since they have a HIGHER STP COST (38) than SW2
outbound ports (8) making SW2 Fal/0 and 2/0 DESIGNATED
SW2 remaining connection, G0/1, NON-DESIGNATED
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21. SPANNING TREE PROTOCOL (STP) : PART 2

STP STATES

ROOT / DESIGNATED PORTS remain STABLE in a FORWARDING state
NON-DESIGNATED PORTS remain STABLE in a BLOCKING state

LISTENING and LEARNING are TRANSITIONAL states which are passed through when an
interface is activated, or when a BLOCKING PORT must transition to a FORWARDING state due
to a change in network topology.

1) BLOCKING / STABLE

NON-DESIGNATED PORTS are in a BLOCKING state

Interfaces in a BLOCKING state are effectively disabled to prevent loops
Interfaces in a BLOCKING state do NOT Send/Receive regular network traffic
Interfaces in a BLOCKING state do NOT forward STP BPDUs

Interfaces in a BLOCKING state do NOT learn MAC ADDRESSES

2) LISTENING / TRANSITIONAL

After the BLOCKING state, interfaces with the DESIGNATED or ROOT role enter the LISTENING
state

ONLY DESIGNATED or ROOT PORTS enter the LISTENING state (NON-DESIGNATED PORTS
are ALWAYS BLOCKING)

The LISTENING state is 15 seconds long by Default. This is determined by the FORWARD
DELAY TIMER

Interfaces in a LISTENING state do NOT Send / Receive regular network traffic

Interfaces in a LISTENING state ONLY Forward/Receive STP BPDUs

Interfaces in a LISTENING state does NOT learn MAC ADDRESSES from regular traffic that
arrives on the interface

3) LEARNING / TRANSITIONAL

e o 0o 0o o [

After the LISTENING state, a DESIGNATED or ROOT port will enter the LEARNING state
The LEARNING state is 15 seconds long by Default. This is determined by the FORWARD
DELAY TIMER (same one used for both LISTENING and LEARNING states)

Interfaces in a LEARNING state do NOT Send / Receive regular network traffic

Interfaces in a LEARNING state ONLY Sends/Receives STP BPDUs

Interfaces in a LEARNING state learns MAC ADDRESSES from regular traffic that arrives on the
interface

FORWARDING / STABLE

ROOT and DESIGNATED PORTS are in a FORWARDING state

A PORT in the FORWARDING state operate as NORMAL

A PORT in the FORWARDING state Sends/Receives regular network traffic

A PORT in the FORWARDING state Sends/Receives STP BPDUs

A PORT in the FORWARDING state learns MAC ADDRESSES

SUMMARY :
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STP TIMERS

SWITCHES do NOT forward the BPDUs out of their ROOT PORTS and NON-DESIGNATED PORTS
- ONLY their DESIGNATED PORTS !!!
MAX AGE TIMER:

e If another BPDU is received BEFORE MAX AGE TIMER counts down to 0, the TIME will RESET
to 20 Seconds and no changes will occur.

e If another BPDU is not received, the MAX AGE TIMER counts down to 0 and the SWITCH will re-
evaluate it's STP choices, including ROOT BRIDGE, LOCAL ROOT, DESIGNATED, and NON-
DESIGNATED PORTS.

e If a NON-DESIGNATED PORT is selected to become a DESIGNATED or ROOT PORT, it will
transition from the BLOCKING state to the LISTENING state (15 Seconds), LEARNING state (15
Seconds), and then finally the FORWARDING state.

0 So... it can take 50 Seconds for a BLOCKING interface to transition to FORWARDING!
(MAX AGE TIMER + (LISTENING + LEARNING 15 Second timers))

e These TIMERS and TRANSITIONAL STATES are to make sure that LOOPS are not accidentally

created by an INTERFACE moving to FORWARDING STATE too soon
HOWEVER ...

A FORWARDING interface can move DIRECTLY to a BLOCKING state (there is no worry about

creating a loop)

A BLOCKING interface can NOT move DIRECTLY to a FORWARDING state. It MUST go through the

LISTENING and LEARNING states first!

STP BPDU (BRIDGE PROTOCOL DATA UNIT)
Ethernet Header of a BPDU
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PVST+ uses the MAC ADDRESS :
01:00:0c:cc:cc:cd
PVST = ONLY ISL Trunk Encapsulation
PVST+ = Supports 802.1Q
Regular STP (not Cisco’s PVST+) uses the MAC ADDRESS :
01:80:¢c2:00:00:00

The STP TIMERS on the ROOT BRIDGE determine ALL STP TIMERS for the entire network!

STP OPTIONAL FEATURES (STP TOOLKIT)
PORTFAST:

e Can be Enabled on INTERFACES which are connected to END HOSTS

PORTFAST allows a PORT to move immediately to the FORWARDING state, bypassing LISTENING
and LEARNING

e Ifused, it MUST be ENABLED only on PORTS connected to END HOSTS
e |f ENABLED on a PORT connected to another SWITCH, it could cause a LAYER 2 LOOP
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You can also ENABLE PORTFAST with the following command:
SW1(config)# spanning-tree portfast default
This ENABLES PORTFAST on ALL ACCESS PORTS (not TRUNK PORTS)
BPDU GUARD:
e Ifan INTERFACE with BPDU GUARD ENABLED receives a BPDU from another SWITCH, the
INTERFACE will be SHUT DOWN to prevent loops from forming.

You can also ENABLE BPDU GUARD with the following command:
SW1(config)# spanning-tree portfast bpduguard default

This ENABLES BPDU GUARD on all PORTFAST-enabled INTERFACES

ROOT GUARD / LOOP GUARD:

You probably do NOT have to know these STP optional features (or others such as UplinkFast, Backbone
Fast, etcetera) for the CCNA.
BUT...

Make sure you know PORTFAST and BPDU GUARD.

STP CONFIGURATION
Command to CONFIGURE Spanning-Tree mode on a SWITCH

Modern Cisco SWITCHES run rapid-pvst, by default

CONFIGURE THE PRIMARY ROOT BRIDGE
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Command to CONFIGURE Spanning-Tree PRIMARY ROOT BRIDGE on a SWITCH

Confirm with “(do) show spanning-tree”
Can see in the above example, SW3 has become the “root”
e The “spanning-tree vlan root primary” command sets the STP PRIORITY to 24576. If another
SWITCH already has a priority number lower than 24576, it sets this SWITCH's priority to 4096
LESS THAN the other SWITCH’s Priority (remember STP PART 1 lecture)

SECONDARY ROOT BRIGE (backup ROOT BRIDGE)
Command to CONFIGURE Spanning-Tree SECONDARY ROOT BRIDGE on a SWITCH

e The “spanning-tree vlan root secondary” command sets the STP PRIORITY to 28672 (exactly
4096 higher than 24576).

VLAN 1 TOPOLOGY running PVST+
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SW1 WAS the PRIMARY ROOT BRIDGE but :
e We have configured SW3 to be the PRIMARY
e We have configured SW2 to be the SECONDARY
The TOPOLOGY for VLAN 2, however, won't be the same. It will be the OLD Topology.

WHY? Because we made changes ONLY to the TOPOLOGY found in VLAN 1 (see the commands we
used)

CONFIGURE STP PORT SETTINGS
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“cost” = “ROOT COST”
“port-priority” = “PORT PRIORITY”
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22. RAPID SPANNING TREE PROTOCOL

COMPARISON OF STP VERSIONS (Standard vs. Cisco)

We are only concerned with 802.1w for MOST use cases.

MSTP (802.1s) is more useful for VERY LARGE networks.

WHAT IS RAPID PER-VLAN SPANNING TREE PLUS?

RSTP is not a time-based spanning tree algorithm like 802.1D. Therefore, RSTP offers an improvment
over teh 30 seconds or more 802.1D takes to move a link to forwarding. The heart of the protocol is a new
bridge-bridge handshake mechanism, which allows ports to move directly to forwarding

SIMILARITIES BETWEEN STP AND RSTP:
e RSTP serves the same purpose as STP, blocking specific PORTS to prevent LAYER 2 LOOPS.
e RSTP elects a ROOT BRIDGE with the same rules as STP
e RSTP elects ROOT PORTS with the same rules as STP
e RSTP elects DESIGNATED PORTS with the same rules as STP

DIFFERENCES BETWEEN STP AND RSTP:
PORT COSTS
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(STUDY AND MEMORIZE PORT COSTS OF STP AND RSTP)
RSTP PORT STATES

e Ifa PORT has been ADMINISTRATIVELY DISABLED ("shutdown” command) = DISCARDING

STATE

e |fa PORT is ENABLED but BLOCKING traffic to prevent LAYER 2 LOOPS = DISCARDING
STATE
RSTP ROLES

e The ROOT PORT role remains unchanged in RSTP
0 The PORT that is closest to the ROOT BRIDGE becomes the ROOT PORT for the
SWITCH
0 The ROOT BRIDGE is the only SWITCH that doesn’t have a ROOT PORT
e The DESIGNATED PORT role remains unchanged in RSTP
0 The PORT on a segment (Collision Domain) that sends the best BPDU is that segment’s
DESIGNATED PORT (only one per segment!)
e The NON-DESIGNATED PORT role is split into TWO separate roles in RSTP:
0 The ALTERNATE PORT role
0 The BACKUP PORT role
RSTP : ALTERNATE PORT ROLE
e The RSTP ALTERNATE PORT ROLE is a DISCARDING PORT that receives a superior BPDU
from another SWITCH
e This is the same as what you've learned about BLOCKING PORTS in classic STP

e AnALTERNATE PORT (labelled “A” above) functions as a backup to the ROOT PORT
o Ifthe ROOT PORT fails, the SWITCH can immediately move it's best alternate port to
FORWARDING
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This immediate move to FORWARDING STATE functions like a classic STP optional feature
called UplinkFast. Because it is built into RSTP, you do not need to activate UplinkFast when using
RSTP/Rapid PVST+
One more STP optional feature that was built into RSTP is BackboneFast

e BackboneFast allows SW3 to expire the MAX AGE TIMERS on it's INTERFACE and rapidly
FORWARD the superior BPDUs to SW2
e This FUNCTIONALITY is built into RSTP, so it does not need to be configured.
UPLINKFAST and BACKBONE FAST (SUMMARY)
UplinkFast and BackboneFast are two optional features in Classic STP. They must be configured to
operate on the SWITCH (not necessary to know for the CCNA)
e Both features are built into RSTP, so you do NOT have to configure them. They operate, by
DEFAULT
e You do NOT need to have a detailed understanding of them for the CCNA. Know their names and
their BASIC purpose (to help BLOCKING / DISCARDING PORTS rapidly move to
FORWARDING)

RSTP : BACKUP PORT ROLE
e The RSTP BACKUP PORT role is a DISCARDING PORT that receives a superior BPDU from
another INTERFACE on the same SWITCH
e This only happens when TWO INTERFACES are connected to the SAME COLLISION DOMAIN

(via a HUB)

e Hubs are NOT used in modern networks, so you will probably NOT encounter an RSTP BACKUP
PORT

e Hubs are NOT used in modern networks, so you will probably NOT encounter an RSTP BACKUP
PORT.
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e Functions as a BACKUP for a DESIGNATED PORT

The INTERFACE with the LOWERS PORT ID will be selected as the DESIGNATED PORT, and the
other will be the BACKUP port.

WHICH Switch will be ROOT BRIDGE? What about the OTHER ports ?
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RAPID STP is compatible with CLASSIC STP. The INTERFACE(S) on the RAPID STP-enabled
SWITCH connected to the CLASSIC STP-enabled SWITCH will operate in CLASSIC STP MODE
(Timers, BLOCKING >>> LISTENING >>> LEARNING >>> FORWARDING, etc.)

RAPID STP BPDU
CLASSIC RSTP (LEFT) vs RAPID STP BPDU (RIGHT)
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NOTE:
Classic STP BPDU has a “Protocol Version Identifier: Spanning Tree (0)
BPDU Type: Configuration (0x00)
BPDU flags: 0x00
RAPID STP BPDU has a “Protocol Version Identifier: Spanning Tree (2)
BPDU Type: Configuration (0x02)
BPDU flags: 0x3c
In CLASSIC STP, only the ROOT BRIDGE originated BPDUSs, and other SWITCHES just FORWARDED
the BPDUSs they received.
In RAPID STP, ALL SWITCHES originate and send their own BPDUs from their DESIGNATED PORTS

RAPID SPANNING TREE PROTOCOL
e ALL SWITCHES running RAPID STP send their own BPDUs every “hello” time (2 Seconds)
e SWITCHES “age” the BPDU information much more quickly
0 In CLASSIC STP, a SWITCH waits 10 “hello” intervals (20 seconds)
0 In RAPID STP, a SWITCH considers a neighbour lost if it misses 3 BPDUs (6 seconds). It
will then “flush” ALL MAC ADDRESSES learned on that interface

RSTP LINK TYPES
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<E>=EDGE
<P> = POINT-TO-POINT

<S> = SHARED
RSTP distinguishes between THREE different “link types” : EDGE, POINT-TO-POINT, and SHARED
EDGE PORTS

e Connected to END HOSTS

e Because there is NO RISK of creating a LOOP, they can move straight to the FORWARDING
STATE without the negotiation process!

e They function like a CLASSIC STP PORT with PORTFAST ENABLED
SW1(config-if)# spanning-tree portfast

POINT-TO-POINT PORTS
e Connect directly to another SWITCH
e They function in FULL-DUPLEX
e You don't need to configure the INTERFACE as POINT-TO-POINT (it should be detected)
SW1(config-if)# spanning-tree link-type point-to-point

SHARED PORTS
e Connect to another SWITCH (or SWITCHES) via a HUB
e They function in HALF-DUPLEX
e You don't need to configure the INTERFACE as SHARED (it should be detected)
SW1(config-if}# spanning-tree link-type shared

QuIZ:
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e ROOT BRIDGE
e GO/0 - 0/3= DESIGNATED

e GO0/0 =ROOT PORT

GO0/1 = DESIGNATED PORT
e G0/2 = BACKUP PORT
e GO0/3 = DESIGNATED PORT

e GO0/0O = DESIGNATED PORT
e GO0/1 =ALTERNATE PORT
e GO0/2 =ROOT PORT

e GO0/3 = DESIGNATED PORT

e GO0/0 =ROOT
e GO0/1 =ALTERNATE PORT
e GO0/2 = DESIGNATED PORT
Connection between SW1 G0/0 and SW2 GO0/0 = POINT-TO-POINT
Connection between SW3 G0/0 and SW4 G0/0 = POINT-TO-POINT
Connection between SW1 GO0/1 and G0/2 to SW3 G0/1 and G0/2 = POINT-TO-POINT
Connections to all the END HOSTS = EDGE
Connection from SW4 to HUB = SHARED
Connections from SW2 to HUB = SHARED
ANSWER
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23. ETHERCHANNEL

WHAT IS ETHERCHANNEL?

ETHERCHANNEL allows you to GROUP multiple physical INTERFACES into a group which operates as
a SINGLE LOGICAL INTERFACE - so they BEHAVE as if they are a single INTERFACE

A LAYER 2 ETHERCHANNEL is a group of SWITCH PORTS which operate as a SINGLE INTERFACE
A LAYER 3 ETHERCHANNEL is a group of ROUTED PORTS which operate as a SINGLE INTERFACE
which you assign an IP ADDRESS to.

When the bandwidth of the INTERFACES connected to END HOSTS is greater than the bandwidth of the
connection to the DISTRIBUTION SWITCH(es), this is called OVERSUBSCRIPTION.
Some OVERSUBSCRIPTION is acceptable, but too much will cause congestion.

e If you connect TWO SWITCHES together with multiple links, ALL except ONE will be DISABLED
by SPANNING TREE PROTOCOL (Green Lights vs. Orange Lights above on ASW1)
WHY?
e IfALL of ASW1s INTERFACES were FORWARDING, LAYER 2 LOOPS would form between
ASW1 and DSW1, leading to a BROADCAST STORM (Bad!)
e Other links will be unused unless the active link fails. In that case, one of the inactive link will start

forwarding.
An ETHERCHANNEL (in network topology diagrams) is represented like THIS (circle around multi-

connections)

¢ ETHERCHANNEL groups multiple channels together to act as a SINGLE INTERFACE
e STP will treat this GROUP as a SINGLE INTERFACE

(Al INTERFACES Green!)
TRAFFIC using ETHERCHANNEL will be load-balanced among the physical INTERFACES in the group.
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An algorithm is used to determine WHICH TRAFFIC will use WHICH physical INTERFACE (more details

later)

Some other names for an ETHERCHANNEL are:
e PORT CHANNEL
e LAG (Link Aggregation Group)

HOW DOES AN ETHERCHANNEL LOAD-BALANCE?

ETHERCHANNEL load-balances based on “flows”

A “flow” is a communication between TWO NODES in the NETWORK

FRAMES in the same “flow” will be FORWARDED using the SAME physical INTERFACE

If FRAMES in the same “flow” were FORWARDED using different physical INTERFACES, some

FRAMES may arrive at the DESTINATION out of order/sequence, which can cause problems.
e You can CHANGE the INPUTS used in the INTERFACE SELECTION calculation (for “flows”)
o INPUTS that can be used:

SOURCE MAC ADDRESS

DESTINATION MAC ADDRESS

SOURCE and DESTINATION MAC ADDRESS
SOURCE IP ADDRESS

DESTINATION IP ADDRESS

SOURCE and DESTINATION IP ADDRESS

How to see the configuration for LOAD-BALANCING method

How to CHANGE the LOAD-BALANCING method
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HOW TO CONFIGURE LAYER 2/ LAYER 3 ETHERCHANNELS
There are THREE methods of ETHERCHANNEL configuration on Cisco SWITCHES
PAgP (Port Aggregation Protocol)
e Cisco proprietary protocol
e Dynamically negotiates the creation/maintenance of the ETHERCHANNEL (like DTP does for
trunks)
LACP (Link Aggregation Control Protocol)
e Industry standard protocol (IEEE 802.3ad)
¢ Dynamically negotiates the creation/maintenance of the ETHERCHANNEL (like DTP does for
trunks)
Static EtherChannel
e Aprotocol isn’t used to determine if an EtherChannel should be formed
e Interfaces are statically configured to form an EtherChannel
Up to 8 INTERFACES can be formed into a single ETHERCHANNEL (LACP allows up to 16 but only 8
will be ACTIVE, the other 8 will in STANDBY mode, waiting for an active INTERFACE to fail)

PAgP CONFIGURATION

NOTE that “auto” and “desirable” are the ONLY available modes for PAgP

PAgP negotiations to form an ETHERCHANNEL

AWS1(config-if-range)# channel-group 1 mode desirable. Creating a port-channel interface Port-
channell
Shows up in the interface as “Port-channell”
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The “channel-group” number has to MATCH for member INTERFACES on the same SWITCH.
It DOESN'T have to MATCH the “channel-group” number on the OTHER SWITCH!
(channel-group 1 on AWS1 can form an ETHERCHANNEL with channel-group 2 on DSW1)

LACP CONFIGURATION

NOTE that “active” and “passive” are the ONLY available modes for LACP

LACP negotiations for form an ETHERCHANNEL

The “channel-group” number has to MATCH for member INTERFACES on the same SWITCH.

It DOESN'T have to MATCH the “channel-group” number on the OTHER SWITCH!
(channel-group 1 on AWS1 can form an ETHERCHANNEL with channel-group 2 on DSW1)

STATIC ETHERCHANNEL CONFIGURATION
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NOTE that “on” is the ONLY available mode for STATIC ETHERCHANNEL
ON mode only works with ON Mode
ON + desirable = DOES NOT WORK)
ON + active = DOES NOT WORK

HOW TO MANUALLY CONFIGURE THE NEGOTIATION PROTOCOL

TWO OPTIONS:

e LACP Protocol

e PAgP Protocol
(Above shows a protocol mismatch error because LACP does not support “desirable” - only PAgP does)
(“channel-group 1 mode active” works because LACP supports “active”)

AFTER CONFIGURING THE ETHERCHANNEL MODE
CONFIGURING THE PORT INTERFACE

“show running-config” shows “interface Port-channell” in the configuration
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NOTE the PHYSICAL INTERFACES (g0/0-g0/3) were auto-configured by the Port-channell
configuration!

IMPORTANT NOTES ABOUT ETHERCHANNEL CONFIGURATION

e Member INTERFACES must have matching CONFIGURATIONS
0 Same DUPLEX (Full / Half)
o Same SPEED
0 Same SWITCHPORT mode (Access / Trunk)
0 Same allowed VLANs / Native VLAN (for TRUNK interfaces)

o If an INTERFACE's configurations do NOT MATCH the others, it will be EXCLUDED from the

ETHERCHANNEL

VERIFYING STATUS OF ETHERCHANNEL
“show etherchannel summary”
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NOTE information at bottom. ("SU” means S - Layer2 + U - in use)

Protocol = What protocol the Etherchannel is using (in this case, LACP)

“Ports” = the list of interfaces in the EtherChannel (P = bundled in port-channel)
OTHER FLAGS
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“D” = Down
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Changing one of the Member interfaces using “switchport mode access” has made it different than the
other members so it is now appearing as “s” = suspended
Another useful command

“show etherchannel port-channel”
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“show spanning-tree” will show the single EtherChannel port interface

LAYER 3 ETHERCHANNELS
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HOW TO CONFIGURE A LAYER 3 ETHERCHANNEL (from a clean configuration)

“show running-config”

NOTE : No SWITCHPORT and NO IP INTERFACE.
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Where do we configure the IP Address? Directly on the PORT INTERFACE !

('RU” - “R” = Layer 3, “U” = in use)
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COMMANDS LEARNED IN THIS CHAPTER

SW(config) port-channel load-balance *mode*

Configures the EtherChannel load-balancing method on a SWITCH

SW# show etherchannel load-balance

Displays information about the load-balancing settings

SW(config-if)# channel-group *number* mode {desirable | auto | active | passive | on}
Configures an interface to be PART of an EtherChannel

SW# show etherchannel summary

Displays a summary of EtherChannels on a SWITCH

SW# show etherchannel port-channel

Displays information about the virtual port-channel interfaces on a SWITCH
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24. DYNAMIC ROUTING

WHAT IS DYNAMIC ROUTING?

e LAYER3

e Involves configuring a DYNAMIC ROUTING PROTOCOL on the ROUTER and letting the
ROUTER take care of finding the best routes to DESTINATION NETWORKS.

e Not Fixed (will adapt to changes in the LAN)

ANETWORK ROUTE : AROUTE to a NETWORK or SUBNET (Mask Length < /32)
Ex: 10.0.12.0/30 and 10.0.13.0/30 (above) are NETWORK ROUTES

A HOST ROUTE : AROUTE to a specific HOST (/32 Mask)
Ex: 10.0.12.1/32 and 10.0.13.1/32 (above) are HOST ROUTES
These two ROUTES were AUTOMATICALLY added to R1's GO/0 and G1/0s INTERFACES

HOW DYNAMIC ROUTING WORKS ?
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(R4 ADVERTISES to R2 who ADVERTISES to R1 who ADVERTISES to R3 - They add the NETWORK
ROUTE to R4 in their ROUTE TABLE)
If the NETWORK ROUTE breaks, the ROUTE is DYNAMICALLY REMOVED from the ROUTE TABLE

(R1 removing the ROUTE to R4 from it's ROUTE TABLE)
IN STATIC ROUTING, a downed ROUTER will still have traffic passed to it. The ROUTE TABLES are
unchanged.
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(R1 has a STATIC ROUTE to R4 and passes traffic destined to it's NETWORK regardless of status)
DYNAMIC ROUTING is good but still requires REDUNDANCY so we add another connection between
R3 and R4

(Secondary DYNAMIC ROUTE added to R4 from R1 via R3. ROUTE TABLE updated appropriately)
A failure in the ROUTE, via R2 to R4’s GO/0 INTERFACE, automatically reroutes traffic via R3
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Why does the path prefer using R2’s path versus R3?
Because of COST ! This is similar to how SPANNING-TREE works (with SWITCHES)

INTRODUCTION TO DYNAMIC ROUTING PROTOCOLS

ROUTERS can use DYNAMIC ROUTING PROTOCOLS to ADVERTISE information about the
ROUTES they know to OTHER ROUTES

They form ‘ADJACENCIES’ / ‘'NEIGHBOR RELATIONSHIPS' / ‘'NEIGHBORSHIPS' with
ADJACENT ROUTERS to exchange this information

If multiple ROUTES to a DESTINATION are learned, the ROUTER determines which ROUTE is
SUPERIOR and adds it to the ROUTING TABLE. It uses the ‘METRIC’ of the ROUTE to decide
which is superior (lower metric = superior)

TYPES OF DYNAMIC ROUTING PROTOCOLS
DYNAMIC ROUTING PROTOCOLS can be divided into TWO main categories:

IGP

EGP

IGP (Interior Gateway Protocol)
EGP (Exterior Gateway Protocol)

Used to SHARE ROUTES within a single autonomous system (AS), which is a single
organization (ie: a company)

Used to SHARE ROUTES between different autonomous systems (AS)
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Algorithms used for IGP and EGP and the PROTOCOL for each

YOU MUST MEMORIZE WHICH ALGORITHM IS USED FOR EACH PROTOCOL FOR THE CCNA!

DISTANCE VECTOR ROUTING PROTOCOLS
e Called DISTANCE VECTOR because the ROUTERS only learn the ‘distance’ (METRIC) and
‘vector’ (DIRECTION, NEXT-HOP ROUTER) of each ROUTE
e DISTANCE VECTOR PROTOCOLS were invented before LINK STATE PROTOCOLS
Early examples are RIPv1 and Cisco’s IGRP (which was updated to EIGRP)
DISTANCES VECTOR PROTOCOLS operate by sending the following to their directly connection
neighbors:
0 Their KNOWN DESTINATION networks
0 Their METRIC to reach their KNOWN DESTINATION networks

e This METHOD of sharing ROUTE information is often called ‘routing by rumor’
0 ‘routing by rumor’ = because the ROUTER doesn’t know about the NETWORK beyond

it's NEIGHBOURS. It only knows the information that the NEIGHBOURS tell it.
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DYNAMIC ROUTING PROTOCOL METRICS
¢ AROUTER’'S ROUTE TABLE contains the BEST ROUTE to each DESTINATION NETWORK it
knows about
If a ROUTER using a DYNAMIC ROUTING PROTOCOL learns TWO different routes to the same
DESTINATION, how does it determine which is ‘best’ ?
It uses the METRIC value of the ROUTES to determine which is BEST.
Alower METRIC = BETTER! (just like STP)
EACH ROUTING PROTOCOL uses a different METRIC to determine which ROUTE is best

The above choose the RED PATH because the “cost”, using R3 F2/0 and R4 F2/0 (FastEthernet) is
HIGHER than the R2 G1/0 and R4 GO0/0 (GigabyteEthernet)
What if BOTH connections were GigabyteEthernet? (ie: the same METRIC value)
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BOTH ROUTES are added to the ROUTE TABLE
So ...

If a ROUTER learns TWO (or more) ROUTES via the same ***ROUTING PROTOCOL to the same
DESTINATION (same network address, same subnet mask) with the same METRIC, both will be added
to the routing table. Traffic will be LOAD-BALANCED over both ROUTES

“O” = OSPF PROTOCOL (next to ROUTES)
[110/3] :

e the “3” part is the METRIC.

e the “110" part is ADMINISTRATIVE DISTANCE (covered later)

Since BOTH ROUTES share the same METRIC, this is called ECMP (EQUAL COST MULTI-PATH)
You can have ECMP with STATIC ROUTES, as well (they don’t use METRIC, however)

SUMMARY OF DIFFERENT METRICS
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(IS-1S won't be covered in detail)
EXAMPLE

Using RIP, both ROUTES would be put in R1's ROUTE TABLE

Using OSPF, only the ROUTE from R1 > R2 > R4 would be added to R1's ROUTE TABLE because of the
TOTAL COST of each link.

However, BOTH METRICS are trying to achieve the same thing :

To let the ROUTER select the BEST ROUTE to the DESTINATION

ADMINISTRATIVE DISTANCE
e In MOST cases, a company will only use a single IGP - usually OSPF or EIGRP

e However, in some RARE cases, they might use TWO.
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o Ex: If TWO companies connect their networks to share information, TWO different
ROUTING PROTOCOLS might be in use.
e METRIC is used to compare ROUTES learned via the same ROUTING PROTOCOL
o Different ROUTING PROTOCOLS use totally different METRICS, so they cannot be compared
0 An OSPF ROUTE to 192.168.4.0/24 might have a METRIC of 30, while an EIGRP
ROUTE to the same DESTINATION has a METRIC of 33280. Which ROUTE is better?
Which route should the ROUTER put in the ROUTE TABLE ?
e The ADMINISTRATIVE DISTANCE (AD), is used to determine which ROUTING PROTOCOL is
preferred.
0 ALOWER AD is preferred, and indicates that the ROUTING PROTOCOL is considered
more ‘trustworthy’ (more likely to select good ROUTES)

ADMINISTRATIVE DISTANCE NUMBERS

(USE THE FLASHCARDS TO MEMORIZE THESE)
IF the ADMINISTRATIVE DISTANCE is 255, the ROUTER does not believe the SOURCE of that
ROUTE and does not install the ROUTE in the ROUTING TABLE!

METRIC is used to COMPARE ROUTES learned from the SAME ROUTING PROTOCOL
However, before comparing METRICS, AD is used to select the BEST ROUTE
Therefore, the BEST ROUTE is :
“next hop 192.168.3.1, learned via OSPF (lower AD than RIP), metric 10”
e You can CHANGE the AD of a ROUTING PROTOCOL (This will be demonstrated in the lecture
for OSPF CONFIGURATION)
e You can also change the AD of a STATIC ROUTE:
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WHY WOULD YOU WANT TO DO THIS?
FLOATING STATIC ROUTES

By CHANGING the AD of a STATIC ROUTE, you can make it less preferred than ROUTES
learned by a DYNAMIC ROUTING PROTOCOL to the same DESTINATION (make sure the AD is
HIGHER than the ROUTING PROTOCOL’s AD!)
This kind of ROUTE is called a ‘FLOATING STATIC ROUTE’
The ROUTE will be inactive (not in the ROUTING TABLE) unless the ROUTE learned by the
DYNAMIC ROUTING PROTOCOL is removed.

0 Ex: The remote ROUTER stops ADVERTISING it for some reason, or an INTERFACE

failure causes an ADJACENCY with a NEIGHBOR to be lost.

LINK STATE ROUTING PROTOCOLS

When using a LINK STATE ROUTING PROTOCOL, every ROUTER creates a ‘connectivity map’
of the NETWORK

To allow this, each ROUTER ADVERTISES information about its INTERFACES (connected
NETWORKS) to its NEIGHBOURS. These ADVERTISEMENTS are passed along to the other
ROUTERS, until all ROUTERS in the NETWORK develop the same map of the NETWORK
Each ROUTER independently uses this MAP to calculate the BEST ROUTES to each
DESTINATION
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LINK STATE PROTOCOLS use more resources (CPU) on the ROUTER, because MORE
information is shared.

However, LINK STATE PROTOCOLS tend to be FASTER in reacting to CHANGES in the
NETWORK than DISTANCES VECTOR PROTOCOLS
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25. RIP and EIGRP (IGP : DYNAMIC VECTOR)

ROUTING INFORMATION PROTOCOL (RIP)
e Routing Information Protocol (Industry Standard)
e isaDISTANCE VECTOR IGP
0 uses Routing-By-Rumor logic to learn/share routes
e Uses HOP COUNT as it's METRIC (One Router = One Hop) Bandwidth is irrelevant
¢ MAXHOP COUNT is 15 (anything more is considered unreachable)
¢ Has THREE VERSIONS:
o0 RIPv1 and RIPv2; used for IPv4
0 RIPng (RIP Next Generation) used for IPv6
e Uses TWO MESSAGE TYPES:
0 REQUEST:
= To ask RIP-ENABLED neighbour ROUTERS to send their ROUTING TABLE
0 RESPONSE:
= To SEND the LOCAL router's ROUTING TABLE to neighbouring ROUTERS
By DEFAULT, RIP-Enabled ROUTERS will share their ROUTING TABLE every 30 seconds
RIPv1 and RIPv2
RIPv1:
e Only advertises classful addresses (Class A, Class B, Class C)
e Doesn’t support VLSM, CIDR
e Doesn’tinclude SUBNET MASK information in ADVERTISEMENTS (RESPONSE messages)
o Example:
= 10.1.1.0/24 will become 10.0.0.0 (Class A Address, so assumed to be /8)
= 172.16.192.0/18 will become 172.16.0.0 (Class B Address, so assumed to be

/16)
= 192.168.1.40/30 will become 172.168.1.0 (Class C Address, so assumed to be
124)
e Messages are BROADCAST to 255.255.255.255

e Supports VLSM, CIDR
e Includes SUBNET MASK information in ADVERTISEMENTS
e Messages are multicast to 224.0.0.9
0 Broadcast Messages are delivered to ALL devices on the local network
0 Multicast Messages are delivered only to devices to have joined that specific multicast
group

CONFIGURING RIP
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The “network” command tells the router to:

Look for INTERFACES with an IP ADDRESS that is in the specific RANGE
ACTIVATES RIP on the INTERFACES that fall in the RANGE

Form ADJACENCIES with connected RIP neighbors

Advertise the NETWORK PREFIX of the INTERFACE (NOT the prefix in the “network”
command)

The OSPF and EIGRP “network” commands operate in the same way
Because the RIP “network” command is CLASSFUL. It will automatically convert to CLASSFUL networks

10.0.0.0 is assumed to be 10.0.0.0/8

R1 will look for ANY INTERFACES with an IP ADDRESS that matches 10.0.0.0/8 (because it is /8
it only needs to match the FIRST 8 hits)

10.0.12.1 and 10.0.13.1 both match SO RIP is ACTIVATED on GO0/0 and G0/1

R1 then forms ADJACENCIES with its neighbors R2 and R3

R1 ADVERTISES 10.0.12.0/30 and 10.0.13.0/30 (NOT 10.0.0.0/8) to it's RIP neighbors

Because the “network” command is CLASSFUL, 172.16.0.0 is assumed to be 172.16.0.0/16

R1 will look for ANY INTERFACES that match 172.16.0.0/16

172.16.1.14 matches, so R1 will ACTIVATE RIP on G2/0

There are NO RIP neighbors connected to G2/0 so no NEW ADJACENCIES are formed
0 Although there are NO RIP neighbors, R1 will still send ADVERTISEMENTS out of G2/0.
0 This is unnecessary traffic, so G2/0 should be configured as a passive interface

the “passive-interface” command tells the ROUTER to stop sending RIP advertisements out of
the specified interface (G2/0)

However, the ROUTER will continue to ADVERTISE the network prefix of the interface
(172.16.1.0/28) to it's RIP neighbors (R2, R3)

You should ALWAY'S use this command on INTERFACES which don’t have any RIP neighbors
EIGRP and OSPF both have the same passive INTERFACE functionality, using the same
command.
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HOW TO ADVERTISE A DEFAULT ROUTE INTO RIP

To SHARE this DEFAULT ROUTE with R1's RIP neighbors, using this command:

RIP doesn't care about interface AD cost (RIP cost is 120), only “hops”.

Since both have an equal number of “hops”, both paths appear in the DEFAULT ROUTE (Gateway of
Last Resort)

“show ip protocols” (for RIP)

“Maximum path: 4” is the DEFAULT but can be changed with this command:
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“Distance” (AD) can be changed with this command (DEFAULT is 120)

ENHANCED INTERIOR GATEWAY ROUTING PROTOCOL (EIGRP)
e Enhanced Interior Gateway Routing Protocol
e isa DISTANCE VECTOR IGP
e Was Cisco proprietary, but Cisco has now published it openly so other vendor can implement it on
their equipment
Considered an “advanced” / “hybrid” DISTANCE VECTOR ROUTING PROTOCOL
Much faster than RIP in reacting to changes in the NETWORK
Does NOT have the 15 *hop count’ limit of RIP
Sends messages using MULTICAST ADDRESS 224.0.0.10 (Memorize this number)
Is the ONLY IGP that can perform unequal-cost load-balancing (by DEFAULT, it performs ECMP
load-balancing over 4 paths like RIP)

CONFIGURATION OF EIGRP

“router eigrp ”
e The AS (Autonomous System) number MUST MATCH between ROUTERS or they will NOT form
an ADJACENCY and share ROUTE information
e Auto-summary might be ENABLED or DISABLED by DEFAULT; depending on the ROUTER/IOS
version. If ENABLED, DISABLE it.
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e The “network” command will assume a CLASSFUL ADDRESS, if you don't specify the SUBNET

MASK
e EIGRP uses a wildcard mask instead of a regular subnet mask
A WILDCARD MASK is an “inverted” SUBNET MASK

e All I'sinthe SUBNET MASK are 0 in the equivalent WILDCARD MASK.

e All0sinthe SUBNET MASK are 1 in the equivalent WILDCARD MASK.

“0" in the WILDCARD MASK = BITS MUST MATCH !
“1" in the WILDCARD MASK = Do not have to match
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“show ip protocols” (for EIGRP)
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“Router ID”

ROUTER ID order of priority:
e Manual configuration
e Highest IP ADDRESS on a LOOPBACK INTERFACE
e Highest IP ADDRESS on a PHYSICAL INTERFACE

“Distance” (AD)
EIGRP has TWO VALUES:

e Internal =90

e External =170
MEMORIZE THESE VALUES!
“show ip route” (for EIGRP)
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NOTE the large METRIC numbers. This is a DOWNSIDE to EIGRP - even on small networks!

EIGRP METRIC
e By DEFAULT, EIGRP uses BANDWIDTH and DELAY to calculate METRIC
o Default “K” values are:
o Kl1=1,K2=0,K3=1,K4=0,K5=0
Simplified calculation : METRIC = BANDWIDTH (Slowest Link) + DELAY (of ALL LINKS)

EIGRP TERMINOLOGY
e Feasible Distance = This ROUTER’s METRIC value to the ROUTE’s DESTINATION
e Reported Distance (aka Advertised Distance) = The neighbor’s METRIC value to the ROUTE's
DESTINATION

e Successor = the ROUTE with the LOWEST METRIC to the DESTINATION (the best route)
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e Feasible Successor = An alternate ROUTE to the DESTINATION (not the best route) which
meets the feasibility condition
FEASIBILITY CONDITION : A ROUTE is considered a Feasible Successor if it's Reported Distance is
LOWER than the Successor ROUTE'’s Feasible distance

EIGRP : UNEQUAL-COST LOAD-BALANCED

“maximum metric variance 1” = the DEFAULT value
Variance 1 = only ECMP (Equal-Cost Multiple Path) load-balancing will be performed

Variance 2 = feasible successor routes with an FD up to 2x the successor route’s FD can be used to
load-balance
EIGRP will only perform UNEQUAL-COST LOAD-BALANCING over feasible successor ROUTES. If

a ROUTE doesn’t meet the feasibility condition, it will NEVER be selected for load-balancing,
regardless of variance
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26. OSPF : PART 1 (IGP : LINK STATE)

LINK STATE ROUTING PROTOCOLS

When using a LINK STATE ROUTING PROTOCOL, every ROUTER creates a ‘connectivity map’
of the NETWORK

To allow this, each ROUTER ADVERTISES information about its INTERFACES (connected
NETWORKS) to its NEIGHBOURS. These ADVERTISEMENTS are passed along to the other
ROUTERS, until all ROUTERS in the NETWORK develop the same map of the NETWORK
Each ROUTER independently uses this MAP to calculate the BEST ROUTES to each
DESTINATION

LINK STATE PROTOCOLS use more resources (CPU) on the ROUTER, because MORE
information is shared.

However, LINK STATE PROTOCOLS tend to be FASTER in reacting to CHANGES in the
NETWORK than DISTANCES VECTOR PROTOCOLS

BASIC OSPF OPERATIONS

Stands for Open Shortest Path First
Uses the Shortest Path First algorithm
0 Created by Dutch comp. scientist - Edsger Dijkstra
o0 aka Dijkstra’s Algorithm (Could be Exam Question)

THREE Versions:
e OSPFv1 (1989) : OLD, not in use anymore
e OSPFv2 (1998) : Used for IPv4
e OSPFv3 (2008) : Used for IPv6 (can be used for IPv4, but v2 is usually used)
[ )

Routers store information about the NETWORK in LSAs (Link State Advertisements), which are
organized in a structure called the LSDB (Link State Database)

Routers will FLOOD LSAs until all ROUTERS in the OSPF area develop the same map of the
network (LSDB)
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LSA's have an AGING TIMER of 30 Minutes, by Default). The LSA will be FLOODED again after the
timer expires
In OSPF, there are THREE MAIN STEPS in the process of sharing LSAs and determining the BEST
ROUTE to each DESTINATION in the network

1. BECOME NEIGHBORS with other ROUTERS connected to same SEGMENT

2. EXCHANGE LSAs with neighbor ROUTERS

3. CALCULATE THE BEST ROUTES to each DESTINATION, and insert them into the ROUTING

TABLE

OSPF AREAS
e OSPF uses AREAS to divide up the NETWORK
e SMALL NETWORKS can be single-area without any negative effects on performance
e LARGE NETWORKS, single-area design can have NEGATIVE effects:
0 SPF ALGORITHM takes more time to calculate ROUTES
0 SPF ALGORITHM requires exponentially more processing power on ROUTERS
0 Larger LSDB takes up more MEMORY on ROUTERS
o Small changes in NETWORK cause every ROUTER to FLOOD LSAs and run the SPF
algorithm again
e By dividing up a large OSPF NETWORK into several SMALLER areas, you can avoid the above
NEGATIVE effects (sounds similar to VLANS re: broadcast domains)
WHAT IS AN OSPF AREA?
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An AREA is a set of ROUTERS and LINKS that share the same LSDB
The BACKBONE AREA (Area 0) is an AREA that all other AREAS must connect to
ROUTERS with ALL INTERFACES in the SAME AREA are called INTERNAL ROUTERS

ROUTERS with INTERFACES in MULTIPLE AREAS are called AREA BORDER
ROUTERS (ABRs)

ABRs maintain a SEPARATE LSDB for each AREA they are connected to.

It is recommended that you connect an ABR to a MAXIMUM of TWO AREAS.

Connecting an ABR to 3+ AREAS can overburden the ROUTER

e ROUTERS connected to the BACKBONE AREA (Area 0) are called BACKBONE ROUTERS
e AnINTRA-AREA ROUTE is a ROUTE to a DESTINATION inside the same OSPF AREA

¢ AnINTER-AREA ROUTE is a ROUTE to a DESTINATION in a DIFFERENT OSPF AREA

OSPF RULES

e OSPF AREAS should be CONTIGUOUS (no split AREAS)

e All OSPF AREAS must have at least ONE ABR connected to the BACKBONE AREA
e OSPF INTERFACES in the SAME SUBNET must be in the SAME AREA

BASIC OSPF CONFIGURATION
OSPF AREAO
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Commands for configuring an OSPF

e The OSPF Process ID is locally significant. ROUTERS with different Process IDs can become
OSPF Neighbors

e The OSPF “network” command requires you to specify the AREA (in this case, it's “area 0")

e For the CCNA, you only need to configure single-area OSPF (AREA 0)

The “network” command tells OSPF to:

e Look for ANY INTERFACES with an IP ADDRESS contained in the RANGE specified in the
“network” command

e Activate OSPF on the INTERFACE in the specified AREA

e The ROUTER will then try to become OSPF neighbors with other OSPF-Activated neighbor
ROUTERS

e Know this command from RIP and EIGRP

172



e The “passive-interface” command tells the ROUTERS to stop sending OSFP ‘hello’ messages out
of the INTERFACE

e However, the ROUTER will continue to send LSA’s informing it's neighbors about the SUBNET
configured on the INTERFACE

e You should ALWAYS USE this command on neighbors which don’t have any OSPF neighbors

“show ip protocols”
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NOTE the "no" in square brackets - this indicates this is the DEFAULT choice

DISTANCE (AD) for OSPF is 110 (DEFAULT) but can be changed with the “distance” command
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27. OSPF : PART 2 (IGP : LINK STATE)

OSPF METRIC (Cost)
OSPFs METRIC is called COST
It is automatically calculated based on the bandwidth (SPEED) of the INTERFACE
It is calculated by DIVIDING a REFERENCE BANDWIDTH value by the INTERFACE bandwidth
The DEFAULT REFERENCE BANDWIDTH is 100 mbps
0 REFERENCE: 100 mbps / INTERFACE: 10 mbps = COST (10)
0 REFERENCE: 100 mbps / INTERFACE: 100 mbps = COST (1)
0 REFERENCE: 100 mbps / INTERFACE: 1000 mbps = COST (1)
0 REFERENCE: 100 mbps / INTERFACE: 10000 mbps = COST (1)
ALL COST values less than 1 will be CONVERTED to 1
e Therefore FastEthernet (100 mbps), Gigabit Ethernet (1000 mbps), 10 Gig Ethernet, etc. are
EQUAL and all have a COST of 1
FastEthernet COST

Gigabit Ethernet COST
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You can (and SHOULD) change the REFERENCE BANDWIDTH with this command:
R1(config-router)# auto-cost reference-bandwidth megabits-per-second
The command is entered in “megabits per second” (DEFAULT is “100")
Example: using a value of “100000”
e 100000 /100 = COST of 1000 for FastEthernet
e 100000/ 1000 = COST of 100 for Gig Ethernet
You should configure a reference bandwidth GREATER than the FASTEST links in your NETWORK (to
allow for future upgrades)

Changing the REFERENCE BANDWIDTH needs to be done on ALL OSPF ROUTERS in the NETWORK

THE OSPF COST to a DESTINATION is the TOTAL COST of the ‘outgoing/exit INTERFACES’
LOOPBACK INTERFACES have a COST of 1

To CHANGE the OSPF COST of an INTERFACE, you use the command :
R1(config-if)# ip ospf cost
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MANUAL COSTS take precedent over AUTOMATIC CALCULATED COST

One more option to change the OSPF COST of an INTERFACE is to change the BANDWIDTH of the
INTERFACE with the “bandwidth” command

The FORMULA to CALCULATE OSPF COST is :

**reference bandwidth / interface bandwidth**

e Although the BANDWIDTH matches the INTERFACE SPEED (by DEFAULT), changing the
INTERFACE BANDWIDTH doesn’t actually change the speed at which the INTERFACE
operates

e The BANDWIDTH is just a VALUE that is used to calculate OSPF COST, EIGRP METRIC,
etcetera...

e To CHANGE the SPEED at which the INTERFACE operates, use the “speed” command

e Because the BANDWIDTH VALUE is used in other calculations, it is NOT recommended to
change this VALUE to alter the INTERFACE’s OSPF COST

It is RECOMMENDED that you CHANGE the REFERENCE BANDWIDTH
THEN use the “ip ospf cost” command to change the COST of the individual INTERFACES, if you want.

SUMMARY:
THREE WAYS to modify the OSPF COST:
1. Change the reference bandwidth
R1(config-router)# **auto-cost reference-bandwidth** *megabits-per-second*
2. Manual configuration:
R1(config-router)# ip ospf cost
3. Change the interface bandwidth
R1(config-router)# **bandwidth <***kilobits-per-second>*

BECOMING OSPF NEIGHBORS
e Making sure that ROUTERS successfully become OSPF NEIGHBORS is the MAIN task in
configuring and troubleshooting OSPF.
e Once ROUTERS become NEIGHBORS, they AUTOMATICALLY do the work of sharing
NETWORK information, calculating routes, etc.
e When OSPF is activated on an INTERFACE, the ROUTER starts sending
OSPF “hello” messages out of the INTERFACE at regular intervals (determined by the “hello
timer”). These are used to introduce the ROUTER to potential OSPF NEIGHBORS
e The DEFAULT “hello timer” is 10 SECONDS on an Ethernet connection
e Hello messages are MULTICAST to 224.0.0.5 (multicast address for ALL OSPF ROUTERS)
e OSPF messages are ENCAPSULATED in an IP HEADER, with a value of “89” in the
PROTOCOL field.
DOWN STATE
e OSPF is activated on R1s G0/0 INTERFACE
e It sends an OSPF “hello” message to 224.0.0.5
e It doesn’t know about any OSPF neighbors yet, so the current neighbor state is DOWN
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INIT STATE
e When R2 receives the “hello” packet, it will add an entry for R1 to its OSPF neighbor table
¢ In R2’s neighbor table, the relationship with R1 is now in the INIT state
e INIT state = “hello” packet received, but own ROUTER ID is not in the “hello” packet

2-WAY STATE

R2 will send a “hello” packet containing the RID of BOTH ROUTERS
R1 will insert R2 into its OSPF neighbor table in the 2-WAY state

R1 will send another “hello” message, this time containing R2’s RID
Both ROUTERS are now in the 2-WAY state

e The 2-WAY state means the ROUTER has received a “hello” packet with its own RID in it

o If both ROUTERS reach the 2-WAY state, it means that ALL of the conditions have been met for
them to become OSPF neighbors.
They are now READY to SHARE LSAs to build a common LSDB.
In SOME NETWORK types, a DR (Designated ROUTER) and BDR (Backup Designated Router)

will be elected at this point (OSPF Network Types and DR/DBR elections will be discussed in Day
28)
EXSTART STATE
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e The TWO ROUTERS will now prepare to exchange information about their LSDB
e Before that, they have to choose which one will START the exchange

e They do THIS in the EXSTART state
0 The ROUTER with the higher RID will become the MASTER and initiate the exchange.

0 The ROUTER with the lower RID will become the SLAVE
e To decide the MASTER and SLAVE, they exchange DBD (Database Description) packets

EXCHANGE STATE
¢ Inthe EXCHANGE state, the ROUTERS exchange DBDs which contain a LIST of the LSAs in
their LSDB
e These DBDs do NOT include detailed information about the LSAs, just BASIC INFORMATION
e The ROUTERS compare the information in the DBD they received to the information in their
OWN LSDB to determine which LSAs they must receive from their neighbor

LOADING STATE
¢ Inthe LOADING state, ROUTERS send Link State Requests (LSR) messages to request that

their neighbors SEND them any LSAs they don't have
e LSAsare sentin Link State Update (LSU) messages
e The ROUTERS send LSAck messages to acknowledge that they received the LSAs

FULL STATE
¢ Inthe FULL state, the ROUTERS have a FULL OSPF adjacency and identical LSDBs
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e They continue to SEND and LISTEN for “hello” packets (every 10 seconds by default) to maintain
the neighbor adjacency

e Every time a “hello” packet is received, the “DEAD” timer (40 seconds by default) is reset

e |f the DEAD timer counts down to 0 and no “hello” message is received, the neighbor is
REMOVED

e The ROUTERS will continue to share LSAs as the network changes to make sure each ROUTER
has a COMPLETE and ACCURATE map of the NETWORK (LSDB)

OSPF NEIGHBORS SUMMARY:

1) BECOME NEIGHBORS
DOWN STATE

INIT STATE

2-WAY STATE
(DR/BDR ELECTION)
EXCHANGE LSAs
EXSTART STATE
EXCHANGE STATE
LOADING STATE

e 0 0 N e o o o

SUMMARY OF OSPF MESSAGE TYPES
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MORE OSPF CONFIGURATIONS
Activate OSPF DIRECTLY on an INTERFACE with this command:

R1(config-if)# ip ospf *process-id* area *area*

Configure ALL INTERFACES as OSPF Passive Interfaces
R1(config-router) #passive-interface default

Can then REMOVE specific INTERFACES from being passive using:
R1(config-router) #no passive-interface *interface-id*
Activating OSPF DIRECTLY on INTERFACES will show a different output in “show ip protocols”
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They will appear under “Routing on Interfaces Configured Explicitly (Area #) :” (as above)
Showing the OSPF LSDB of a Device
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28. OSPF : PART 3 (IGP: LINK STATE)

LOOPBACK INTERFACES

A LOOPBACK INTERFACE is a virtual INTERFACE in the ROUTER

It is ALWAYS UP/UP - unless you manually shut it down

Itis NOT dependent on a PHYSICAL INTERFACE

So, it provides a consistent IP ADDRESS that can be used to REACH / IDENTIFY the ROUTER

OSPF NETWORK TYPES
e The OSPF “NETWORK TYPE" refers to the TYPES of connection between OSPF neighbors
(Ethernet, etc.)
e There are THREE MAIN OSPF NETWORK TYPES:
e BROADCAST:
o Enabled by DEFAULT on ETHERNET and FDDI (Fiber Distributed Data Interfaces)
INTERFACES
e POINT TO POINT :
o0 Enabled by DEFAULT on PPP (Point-to-Point) and HDLC (High-Level Data Link Control)
INTERFACES
e NON-BROADCAST :
o Enabled by DEFAULT on FRAME RELAY and X.25 INTERFACES
CCNA focuses on BROADCAST and POINT-TO-POINT types

OSPF BROADCAST NETWORK TYPE
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Enabled on ETHERNET and FDDI interfaces by DEFAULT

ROUTERS dynamically discover neighbors by SENDING / LISTENING for OSPF “Hello”
messages using the multicast address 224.0.0.5

A DR (DESIGNATED ROUTER) and BDR (BACKUP DESIGNATION ROUTER) must be elected
on each subnet (only DR if there are no OSPF neighbors, ie: R1’'s G1/0 INTERFACE)

ROUTERS which aren’t the DR or BDR become a DROther

The DR / BDR election order of priority:
1. Highest OSPF INTERFACE PRIORITY
2. Highest OSPF ROUTER ID
“First Place” becomes the DR for the SUBNET
“Second Place” because the BDR
DEFAULT OSPF INTERFACE PRIORITY is “1" on ALL INTERFACES!
The command to change the OSPF PRIORITY of an INTERFACE is :
R2(config-if)# ip ospf priority

IF an OSPF PRIORITY is set to “0”, the ROUTER CANNOT be the DR / BDR for the SUBNET!
The DR/ DBR ELECTION is “non-preemptive”.
Once the DR / DBR are selected, they will keep their role until OSPF is:

Reset
Interface fails
Is shut down
etc.
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In the BROADCAST NETWORK TYPE, ROUTERS will only form a FULL OSPF ADJACENCY with
the DR and the BDR of the SEGMENT!
Therefore, ROUTERS only exchange LSAs with the DR and BDR.
DROthers will NOT exchange LSAs with each other.
ALL ROUTERS will still have the same LSDB but THIS reduces the amount of LSAs flooding the
NETWORK
MESSAGES to the DR / BDR are MULTICAST to 224.0.0.6
The DR and BDR will form a FULL ADJACENCY with ALL ROUTERS in the SUBNET
DROthers will form a FULL ADJACENCY ONLY with the DR/ BDR !

OSPF POINT-TO-POINT NETWORK TYPE
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ENABLED on SERIAL INTERFACES using the PPP and HDLC encapsulations, by DEFAULT
ROUTERS dynamically discover neighbors by SENDING / LISTENING for OSPF “Hello”
messages using the multicast address 224.0.0.5
e ADR and BDR are NOT elected
e These ENCAPSULATIONS are used for “Point-To-Point” connections
0 Therefore, there is no point in electing a DR and DBR
0 The TWO ROUTERS will form a FULL ADJACENCY with each other

(ASIDE)
SERIAL INTERFACES

e One side of SERIAL CONNECTION functions as DCE (Data Communications Equipment)
e The OTHER side functions as DTE (Data Terminal Equipment)
e ONLY the DCE side needs to specify the clock rate (speed) of the connection
ETHERNET INTERFACES use the “speed” command to configure the operating speed.
SERIAL INTERFACES use the “clock rate” command
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If you change the ENCAPSULATION, it must MATCH on BOTH ENDS or the INTERFACE will go down.

R1 and R2 sharing the SAME Encapsulation Type

SERIAL INTERFACES SUMMARY
e The DEFAULT encapsulation is HDLC
e You can configure PPP encapsulation with this command:
R1(config-if)# **encapsulation ppp**
e One side is DCE, other side is DTE
e |dentify which side is DCE / DTE :
R1# **show controllers** *interface-id*
e You must configure the CLOCK RATE on the DCE side:
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R1(config-if)# clock rate *bits-per-second*

e You can configure the OSPF NETWORK TYPE on an INTERFACE with :

R1(config-if)# ip ospf network
For example, if TWO ROUTES are directly connected with an ETHERNET link, there is no need for a DR
/ DBR. You can configure the POINT-TO-POINT NETWORK type in this case
NOTE: Not all NETWORK TYPES work on ALL LINK TYPES (for example, a serial link cannot use the
BROADCAST NETWORK type)

NON-BROADCAST NETWORK type Default Timers : Hello 30, Dead 120

OSPF NEIGHBOUR / ADJACENCY REQUIREMENTS
1. AREA NUMBER MUST MATCH
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2. INTERFACES must be in the SAME SUBNET
3. OSPF PROCESS must not be SHUTDOWN

4. OSPF ROUTER ID must be unique

5. HELLO and DEAD Timers must MATCH
6. AUTHENTICATION settings must MATCH

*** SPECIAL REQUIREMENTS ***
7. IP MTU settings must MATCH
e |P MTU : Maximum size of an IP Packet that can be sent from an INTERFACE
e If the settings DO NOT match, can still become OSPF Neighbors but OSPF WILL NOT operated
properly
8. OSPF NETWORK TYPE must match
o will appear to be working but NEIGHBOR won’t appear in ROUTING information

OSPF LSATYPES
e The OSPF LSDB is made up of LSAs
e There are 11 types of LSA but there are only 3 you should be aware of for the CCNA:
o Type 1 (Router LSA)
o0 Type 2 (Network LSA)
0 Type 5 (AS External LSA)
TYPE 1 (Router LSA)
e Every OSPF ROUTER generates this type of LSA
e |tidentifies the ROUTER using it's ROUTER ID
e |talso lists NETWORKS attached to the ROUTER’s OSPF-Activated INTERFACES
TYPE 2 (Network LSA)
e Generated by the DR of EACH “multi-access” NETWORK (ie: the BROADCAST network type)
e Lists the ROUTERS which are attached to the multi-access NETWORK
TYPE 5 (AS-External LSA)
e Generated by ASBRs to describe ROUTES to DESTINATIONS outside of the AS (OSPF Domain)
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29. FIRST HOP REDUNDANCY PROTOCOLS

THE PURPOSE OF FHRPS

What happens when the configured DEFAULT GATEWAY for network HOSTS goes down ?
What happens to the routed traffic?

How can we route our traffic to the functional GATEWAY at R2 (.253) ?

This is what the FIRST HOP REDUNDANCY PROTOCOL is designed to fix

FIRST HOP REDUNDANCY PROTOCOL (FHRP)

Computer networking protocol

Designed to PROTECT the DEFAULT GATEWAY used on a SUBNET by allowing TWO or MORE
ROUTERS to provide BACKUP for that ADDRESS

In the event of a FAILURE of the ACTIVE ROUTER, the BACKUP ROUTER will take over the
ADDRESS (usually within seconds)

HOW DOES FHRP WORK?

TWO (or more) ROUTERS share a VIP (A Virtual IP ADDRESS)
THIS VIP is used by HOSTS as the DEFAULY GATEWAY IP
The ROUTERS communicate with each other by sending “Hello” messages
One ROUTER becomes the ACTIVE ROUTER, the other(s) STANDBY
When a HOST sends traffic to an ADDRESS outside of the NETWORK, it sends an ARP
REQUEST (Broadcast Flood) to the VIP to find out it's MAC ADDRESS
0 Spanning Tree prevents BROADCAST STORM due to Broadcast Flood
The ACTIVE ROUTER sends the ARP REPLY back (it's VIRTUAL MAC ADDRESS) to the HOST
The HOST now sends traffic OUTSIDE of the NETWORK with:
0 Source IP (HOST IP)
o Destination IP (External IP ADDRESS)
0 Source MAC (HOST MAC ADDRESS)
o Destination MAC (GATEWAY VIP MAC ADDRESS)
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IF R1 goes down, R2 will switch from STANDY to ACTIVE after not receiving “Hello” messages from R1

The HOST ARP TABLE doesn’t need to change since the MAC ADDRESS of the VIP is already known
and traffic flows externally via R2
R2 DOES need to update the SWITCHES with a GRATUITOUS ARP
¢ GRATUITOUS ARP is an ARP REPLY sent without being REQUESTED (no ARP REQUEST
received)
e GRATUITOUS ARP uses BROADCAST (FFFF.FFFF.FFFF) - Normal ARP REPLY is Unicast
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What happens is R1 comes back ONLINE again?
It becomes a STANDBY ROUTER
R2 remains the ACTIVE ROUTER
FPRPs are “non-preemptive”. The current ACTIVE ROUTER will not automatically give up its role,
even if the former ACTIVE ROUTER returns.
*** You CAN change this setting to make R1 ‘preempt’ R2 and take back it's ACTIVE role, automatically

*k*k

HSRP (HOT STANDBY ROUTER PROTOCOL)
e Cisco proprietary
e AnACTIVE and STANDBY ROUTER are elected
e There are TWO VERSIONS :
o version 1

0 version 2 : adds IPv6 support and increases # of groups that can be configured
e Multicast IPv4 ADDRESSES :
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0 v1:224.0.0.2
0 v2:224.0.0.102
e VIRTUAL MAC ADDRESSES :
0 v1:0000.0c07.acXX (XX = HSRP GROUP NUMBER)
0 Vv2:0000.0c9f.f XXX (XXX = HSRP GROUP NUMBER)
e In a situation with MULTIPLE SUBNETS / VLANS, you can configure a DIFFERENT ACTIVE
ROUTER in EACH SUBNET / VLAN to LOAD BALANCE

VRRP (VIRTUAL ROUTER REDUNDANCY PROTOCOL)
e Open Standard
e AMASTER and BACKUP ROUTER are elected
e Multicast IPv4 ADDRESSES :
0 224.0.0.18
e VIRTUAL MAC ADDRESSES :
0 0000.5e00.01XX (XX = VRRP GROUP NUMBER)
= for GROUP NUMBERS > 99, you need to convert the number to HEX
= Example: 200 = “c8” in Hex so the MAC would be 0000.5€00.01c8
e In a situation with MULTIPLE SUBNETS / VLANS, you can configure a DIFFERENT MASTER
ROUTER in EACH SUBNET / VLAN to LOAD BALANCE
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GLBP (GATEWAY LOAD BALANCING PROTOCOL)
Cisco Proprietary
LOAD BALANCES among MULTIPLE ROUTERS within a SINGLE SUBNET
An AVG (Active Virtual Gateway) is elected
Up to FOUR AVFs (Active Virtual Forwarders) are assigned BY the AVG (the AVG can be an AVF,
too)
Each AVF acts as the DEFAULT GATEWAY for a portion of the HOSTS in the SUBNET
e Multicast IPv4 ADDRESSES :
0 224.0.0.102
e VIRTUAL MAC ADDRESSES:
0 0007.b400.XXYY (XX = GLBP GROUP NUMBER, YY = AVF NUMBER)

MEMORIZE THIS CHART and the differences between the FHRPs

BASIC HSRP CONFIGURATION
R1s configuration
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NOTE : group number has to match ALL ROUTERS being configured in a given SUBNET

R2’s configuration
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NOTE : HSRP versions are not cross-compatible. Al ROUTERS must use the same HSRP Version
Output of the “show standby” command

196



30. TCP and UDP (LAYER 4 PROTOCOLS)

BASICS OF LAYER 4
e Provides TRANSPARENT transfer of DATA between END HOSTS (Host To Host communication)

e Provides (or DOESN'T provide) various SERVICES to APPLICATIONS:
0 Reliable DATA Transfer
o Error Recovery
o Data Sequencing
o Flow Control
e Provides LAYER 4 ADDRESSING (PORT numbers) - NOT the physical interfaces / ports on
network devices
0 IDENTIFY the APPLICATION LAYER protocol
0 Provides SESSION multiplexing

WHAT IS A SESSION ?
e ASESSION is an EXCHANGE of DATA between TWO or MORE communicating DEVICES
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The FOLLOWING ranges have been designated by IANA (Internet Assigned Numbers Authority)
e Well-Known Port Numbers : 0 - 1023
e Registered Port Numbers : 1024 - 49151
e Ephemeral / Private / Dynamic port numbers : 49152 - 65535

TCP (TRANSMISSION CONTROL PROTOCOL)
e A CONNECTION-ORIENTED protocol
o Before actually SENDING DATA to the DESTINATION HOST, the TWO HOSTS
communicate to establish a CONNECTION. Once the CONNECTION is established,
DATA exchange begins.
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Establishing connections

Terminating connections
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e TCP provides RELIABLE communication
0 The DESTINATION HOST must acknowledge that it RECEIVED each TCP SEGMENT
(Layer 4 PDU)
o If a SEGMENT isn't ACKNOWLEDGED, it is sent again

e TCP provides SEQUENCING
0 SEQUENCE numbers in the TCP HEADER allow DESTINATION HOSTS to put
SEGMENTS in the correct ORDER even if they arrive out of ORDER
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e TCP provides FLOW CONTROL
o0 The DESTINATION HOST can tell the SOURCE HOST to increase / decrease the RATE
that DATA is sent
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UDP (USER DATAGRAM PROTOCOL)

UDP is NOT a CONNECTION-ORIENTED PROTOCOL
0 The SENDING HOST does NOT establish a CONNECTION with the DESTINATION
HOST before sending DATA. The DATA is simply SENT
UDP DOES NOT provide reliable COMMUNICATION
o0 When UDP is used, ACKNOWLEDGEMENTS are NOT SENT for received SEGMENTS
o If a SEGMENT is LOST, UDP has no mechanism to re-TRASMIT it
0 SEGMENTS are sent “best-effort”
UDP DOES NOT provide SEQUENCING
0 There is NO SEQUENCE NUMBER FIELD in the UDP header
0 If SEGMENTS arrive out of order, UDP has no MECHANISM to put them back in ORDER
UDP DOES NOT provide FLOW CONTROL
o UDP has NO MECHANISM like TCP’s WINDOW SIZE to control the flow of DATA
UDP DOES provide ERROR CHECKING (via CHECKSUM)

COMPARING TCP AND UDP
Number of Fields in their Headers
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e TCP provides MORE FEATURES than UDP but at a COST of ADDITIONAL OVERHEAD

e For applications that require RELIABLE communications (for example, downloading a file), TCP
is PREFERRED

For applications, like real-time voice and video, UDP is preferred

There are SOME applications that use UDP, but provide RELIABILITY, etc. within the
APPLICATION itself.

e Some applications use BOTH TCP and UDP, depending on the situation.

IMPORTANT PORT NUMBERS
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31.IPv6 : PART 1

HEXIDECIMAL (Review)
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What about the reverse (Hex to Binary) ???

WHY IPv6?
e The MAIN REASON is that there are simply not enough IPv4 addresses available
e There are 2732 IPv4 Addresses available (4,294,967,296)
e When IPv4 was being designed 30 years ago, the creators had NO idea the Internet would be as
large as today
e VLSM, Private IPv4 ADDRESSES, and NAT have been used to conserve the use of IPv4
ADDRESS SPACE.
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o0 These are short-term solutions, however.
e The LONG -TERM solution is IPv6
IPv4 ADDRESS assignments are controlled by IANA (Internet Assigned Number Authority)

IANA distributes IPv4 ADDRESS space to various RIRs (Regional Internet Registries), which then
assign them to companies that need them.

On September 24th, 2015, ARIN declared exhaustion of the ARIN IPv4 address pool
On August 21st, 2020, LACNIC announced that it had made its final IPv4 allocation

BASICS OF IPv6
e AnIPv6 ADDRESS is 128 bits (8 bytes)

e AnIPv6 ADDRESS uses the / prefix number
SHORTENING (Abbreviating) IPv6 ADDRESSES
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EXPANDING (Abbreviating) IPv6 ADDRESSES
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FINDING the IPv6 PREFIX (GLOBAL UNICAST ADDRESSES)
e Typically, an Enterprise requesting IPv6 ADDRESSES from their ISP will receive a /48 BLOCK
e Typically, IPv6 SUBNETS use a /64 PREFIX LENGTH
e That means an Enterprise has 16 bits to use to make SUBNETS
e The remaining 64 bits can be used for HOSTS

(Each digit is 4 bits / each 4 digit block is 16 bits)

REMEMBER : You can only remove the LEADING ZEROS !!!

2001 : ODB8 : 8B0O0 : 0001 : FB89 : 017B : 0020 : 0011 /93

Because 93 lands in the middle of a 4 bit number, we need to convert the last digit to binary and borrow a
“bit” from the first binary digit.

2017 [B] :: B = 0d11 = 0b1011 = Ob1000 (the first digit is borrowed, the remainder become 0)
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CONFIGURING IPv6 ADDRESSES
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This allows the ROUTER to perform IPv6 ROUTING

R1(config) #ipv6 unicast-routing
Configuring an INTERFACE with an IPv6 Address

R1(config) #int g0/0 R1(config-if) #ipv6 address 2001:db8:0:0::1/64 R1(config) #no shutdown
You can also type out the full address (if necessary)

NOTE ABBREVIATED IPv6 ADDRESSES SHOWN
LINK-LOCAL ADDRESSES are automatically added when creating an IPv6 INTERFACE (Covered in
IPv6 - PART 2 Lecture)
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32. IPv6 : PART 2
IPv6 ADDRESS CONFIGURATION (EUI-64)
e EUI stands for Extended Unique Identifier
¢ (Modified) EUI-64 is a method of converting a MAC address (48-bits) into a 64-bit INTERFACE
identifier
e This INTERFACE identifier can then become the “HOST portion” of a /64 IPv6 ADDRESS

EUI-64 PRACTICE:
782B CBAC 0867 >>> 782B CB || AC 0867

782B CBFF FEAC 0867
8 is the 7th bit so 1000 inverted becomes 1010 = Ain hex

so the EUI-64 Interface ldentifier is : 7A2B CBFF FEAC 0867

CONFIGURING IPv6 ADDRESSES with EUI-64
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NOTE the “2001:DB8...” Address has “E” changed to “c”. This is the 7th bit getting flipped (1110 to 1100 =
12 = hex ‘'C)

WHY INVERT THE 7th BIT ?
e MAC addresses can be divided into TWO TYPES:
0 UAA (Universally Administered Address)
= Uniquely assigned to the device of the manufacturer
0 LAA (Locally Administered Address)
= Manually assigned by an Admin (with the mac-address command on the
INTERFACE) or protocol. Doesn't have to be globally unique.
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You can INDENTIFY a UAA or LAA by the 7th bit of the MAC ADDRESS, called the U/L bit
(Universal/Local bit)
0 U/Lbitsetto 0 = UAA
0 Ul/Lbitsettol1l=LAA
In the context of IPv6 addresses/EUI-64, the meaning of the U/L bit is reversed:
o U/L bit setto 0 = The MAC address the EUI-64 INTERFACE ID was made from was an
LAA
o U/L bit setto 1 = The MAC address the EUI-64 INTERFACE ID was made from was a
UAA

IPv6 ADDRESS TYPES

1.

GLOBAL UNICAST ADDRESSES

Global Unicast IPv6 ADDRESSES are PUBLIC ADDRESSES which can be used over the
INTERNET

Must REGISTER to use them.
They are PUBLIC ADDRESSES so need to be GLOBALLY UNIQUE

Originally defined as the 2000 :: /3 block (2000:: to 3FFF : FFFF : FFFF : FFFF : FFFF : FFFF : FFFF

: FFFF)

NOW defined as ALL ADDRESSES which are not RESERVED for other purposes

Remember THESE THREE PARTS of a GLOBAL UNICAST ADDRESS

* N

UNIQUE LOCAL ADDRESSES

Unique Local IPv6 ADDRESSES are PRIVATE ADDRESSES which cannot be used over the
internet

You do NOT need to REGISTER to use them

Can be used FREELY within INTERNAL NETWORKS

Do NOT need to be GLOBALLY UNIQUE (*)

CANNOT be ROUTED over the INTERNET

Uses the ADDRESS block FCOO ::/7 (FCOO0:: to FDFF : FFFF : FFFF : FFFF : FFFF : FFFF : FFFF :

FFFF)

A later UPDATE required the 8th bit to be set to 1 so the FIRST TWO DIGITS must be FD

(*) The GLOBAL ID should be UNIQUE so that ADDRESSES don't overlap when companies MERGE

3.

LINK-LOCAL ADDRESSES
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e Link-Local IPv6 ADDRESSES are AUTOMATICALLY generated on IPv6-enabled INTERFACES
e Use command R1(config-if)# ipv6 enable on an interface to enable IPv6 on an INTERFACE
Uses the ADDRESS block FE80::/10 (FE80:: to FEBF : FFFF : FFFF : FFFF : FFFF : FFFF : FFFF :
FFFF)
e The STANDARD states that the 54-bits AFTER FE80/10 should be ALL 0’s so you won't see Link-
Local ADDRESSES beginning with FE9, FEA, or FEB - ONLY FES8(!)
e The INTERFACE ID is generated using EUI-64 rules
e Link-Local means that these addresses are used for communication within a single link
(SUBNET)
0 ROUTER will not route PACKETS with a Link-Local DESTINATION IPv6é ADDRESS
e Common uses of Link-Local Addresses:
o Routing Protocol Peerings (OSPFv3 uses Link-Local Addresses for Neighbour
Adjacencies)
0 NEXT-HOP ADDRESS for STATIC ROUTES
o Neighbor Discovery Protocol (NDP, IPv6's replacement for ARP) uses Link-Local
ADDRESSES to function
Network using Link-Local Addresses for “next-hop” routing

. MULTICAST ADDRESSES
e Unicast Addresses are one-to-one
0 ONE SOURCE to ONE DESTINATION
e Broadcast Addresses are one-to-all
0 ONE SOURCE to ALL DESTINATIONS (within the subnet)
e Multicast Addresses are one-to-many
0 ONE SOURCE to MULTIPLE DESTINATIONS (that have joined the
specific multicast group)
IPv6 uses range FF00::/8 for multicast (FF0O:: to FFFF : FFFF : FFFF : FFFF : FFFF : FFFF : FFFF :
FFFF)
e |Pv6 doesn’'t use Broadcast (there IS NO “Broadcast Address” in IPv6!)
YOU MUST KNOW THE MULTICAST ADDRESS FOR EACH ROUTER TYPE
NOTE that the IPv6 and IPv4 Addresses share the same last digit

215



MULTICAST ADDRESS SCOPES
e |Pv6 defines multiple MULTICAST ‘scopes’ which indicate how far the PACKET should be
forwarded
e The ADDRESS in the previous slide all use the ‘link-local’ scope (FF02), which stays in the
LOCAL SUBNET
IPv6 Multicast Scope Types:
e Interface-Local (FFO1)
0 The PACKET doesn't leave the LOCAL device
0 Can be used to SEND traffic to a SERVICE within the LOCAL device
e Link-Local (FF02)
0 The PACKET remains in the LOCAL SUBNET
0 ROUTERS will not route the PACKET between SUBNETS
e Site-Local (FF05)
0 The PACKET can be forwarded by ROUTERS
0 Should be limited to a SINGLE PHYSICAL LOCATION (not forwarded over a WAN)
e Organization-Local (FF08)
0 Wider in scope than Site-Local (an entire company / ORGANIZATION)
e Global (FFOE)
o No boundaries
0 Possible to be ROUTED over the INTERNET
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e o o (1

ANYCAST ADDRESS
ANYCAST is a NEW feature of IPv6
ANYCAST is ‘one-to-one-of-many’
Multiple ROUTERS are configured with the SAME IPv6 ADDRESS
0 They use a ROUTING PROTOCOL to advertise the address
0 When HOSTS sends PACKETS to that DESTINATION ADDRESS, ROUTERS will
forward it to the NEAREST ROUTER configured with THAT IP ADDRESS (based on
ROUTING METRIC)
There is NO SPECIFIC ADDRESS range for ANYCAST ADDRESSES.
0 Use aregular UNICAST (Global Unicast, Unique Local) and specify THAT as an
ANYCAST ADDRESS
0 R1(config-if)# ipv6 address 2000:db8:1:1::99/128 anycast
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6. OTHER IPv6 ADDRESSES
e The :: Address = The unspecified IPv6 ADDRESS
0 Can be used when a DEVICE doesn't yet know its IPv6 ADDRESS
0 IPv6 DEFAULT ROUTES are configured to ::/0
o0 IPv4 equivalent: 0.0.0.0
e The ::1 Address = The Loopback Address
0 Used to test the PROTOCOL STACK on the LOCAL DEVICE
0 Messages sent to THIS ADDRESS are processed within the LOCAL DEVICE but not
SENT to other DEVICES
0 IPv4 equivalent : 127.0.0.0 /8 address range
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33. IPv6 : PART 3

CORRECTION TO PRIOR LECTURES:
RFC Requirements for IPv6 Address Representation
e Leading 0Os MUST be removed
O This - 2001 : 0db8: 0000 : 0001 : Of2a : 4fff : fea3 : 00b1
0 Becomes-2001:db8:0:1:f2a: 4fff: fea3: bl
e I MUST be used to shorten the longest string of all-0 quartets
o Ifthere is only ONE all-0 quartet, don't use “:’
0 This - 2001 : 0000 : 0000 : 0000 : 0f2a : 0000 : 0000 : 00bl
0 Becomes-2001:f2a:0:0:bl
e If there are two equal-length choices for the ::, use :: to the shorten the one on the LEFT
0 This - 2001 : 0db8 : 0000 : 0000 : 0f2a : 0000 : 0000 : 00b1
0 Becomes-2001:db8:f2a:0:0:bl
e Hexadecimal characters ‘a’, ‘b’, ‘c’, ‘d’, ‘e’, and ‘f’ MUST be written using lower-case, NOT upper
caseABCDEF

IPv6 HEADER

Length is ALWAYS 40 bytes (Fixed Header)
Version (4 bits)
¢ Indicates version of IP used
e Fixed value of ‘6’ (0b0110) to indicate IPv6
Traffic Class (8 bits)
e Used for QoS (Quality of Service) to indicate high-priority traffic
e Example: IP phone traffic, live video calls, etc.
Flow Label (20 bits)
o |dentifies specific traffic “flows” (communication between Source and Destination)
Payload Length (16 bits)
e Indicates the LENGTH of the PAYLOAD (the encapsulation LAYER 4 SEGMENT) in bytes
e The length of the IPv6 header, itself, isn’t included, because it's ALWAYS 40 bytes
Next Header (8 bits)
¢ Indicates the TYPE of the ‘next header’ (header of the encapsulated SEGMENT)
o Example: TCP or UDP
e Same function as the IPv4 header’s ‘Protocol’ field
Hop Limit (8 bits)
e Value in this field decrements by 1 every time a ROUTER forwards it. If it reaches ‘0’, the
PACKET is discarded (similar to IPv4 TTL field )
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Source Address (128 bits)

e Packet's SOURCE address
Destination Address (128 bits)

e Packet's DESTINATION address

SOLICITED-NODE MULTICAST ADDRESS
e AnIPv6 SOLICITED-NODE Multicast Address is calculated from a UNICAST ADDRESS
How to generate a SOLICITED-NODE Multicast Address

Note the automatically joined group addresses for this IPv6 Interface

NEIGHBOR DISCOVERY PROTOCOL (NDP)
e NEIGHBOR DISCOVERY PROTOCOL (NDP) is a PROTOCOL used with IPv6
e |t has various functions and one of those functions is to replace ARP, which is no longer used in

IPv6
e The ARP-like function of NDP uses ICMPv6 and SOLICITED-MODE Multicast Addresses to learn

the MAC ADDRESS of other HOSTS (ARP in IPv4 uses Broadcast Messages)

e TWO MESSAGES types are used:
o]
1. NEIGHBOR SOLICITATION (NS)
= |[CMPv6 Type 135

2. NEIGHBOR ADVERTISEMENT (NA)
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= |[CMPv6 Type 136

IPv6 NEIGHBOR TABLE
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e Another function of NDP allows HOSTS to automatically discover ROUTERS on the LOCAL
NETWORK
e TWO MESSAGES are used for this process:
0 ROUTER SOLICITATION (RS)
= |CMPvV6 Type 133
= Sent to Multicast Address FF02::2 (All Routers)
= Asks ALL ROUTERS on the Local Link to identify themselves
= Sent when an INTERFACE is enabled / HOST is connected to the NETWORK
0 ROUTER ADVERTISEMENT (RA)
= |ICMPV6 Type 134
=  Sent to Multicast Address FF02::1 (All Nodes)
= The ROUTER announces its presence, as well as other information about the
link
»= These messages are sent in response to RS messages
= They are also sent periodically, even if the ROUTER hasn't received an RS

SLAAC

e Stands for STATELESS ADDRESS AUTO-CONFIGURATION

e HOSTS use the RS/ RA messages to learn the IPv6 Prefix of the LOCAL LINK (ie: 2000:db8::
/64) and then automatically generate an IPv6 Address

e Using the ipv6 address prefix / prefix-length eui-64 command, you need to manually enter the
prefix

e Using the ipv6 address autoconfig command, you DON'T need to enter the prefix. The device
uses NDP to learn the prefix used on the local link

e The device will use EUI-64 to generate the INTERFACE ID or it will be randomly generated
(depending on the device / maker)

222



DUPLICATE ADDRESS DETECTION (DAD)

One final point about NDP!
Duplicate Address Detection (DAD) allows HOSTS to check if other devices on the Local Link are
using the same IPv6 Address
Any time an IPv6-enabled interface initializes (no shutdown command) or an IPv6 ADDRESS is
configured on an INTERFACE (by any method: manual, SLAAC, etc.) it performs DAD
DAD uses TWO MESSAGES you learned earlier : NS and NA
The HOST will send an NS to its own IPv6 ADDRESS.
o Ifit doesn’t get a reply, it KNOWS the ADDRESS is unique
o Ifit DOES get a reply, it means ANOTHER HOST on the NETWORK is already using that
ADDRESS

IPv6 STATIC ROUTING

IPv6 ROUTING works the same as IPv4 ROUTING
However, the TWO processes are separate on the ROUTER, and the TWO routing tables are
separate, as well.
IPv4 ROUTING is enabled BY DEFAULT
IPv6 ROUTING is disabled BY DEFAULT
0 MUST BE ENABLED with the ipv6 unicast-routing command
If IPv6 ROUTING is disabled, the ROUTER will be able to SEND and RECEIVE IPv6 traffic, but
will not route IPv6 traffic (ie: will NOT FORWARD it between NETWORKS)

223



¢ A CONNECTED NETWORK ROUTE is automatically added for EACH CONNECTED NETWORK
A LOCAL HOST ROUTE is automatically added for each ADDRESS configured on the ROUTER
¢ Routes for Link-Local ADDRESSES are not added to the ROUTING TABLE

Everything is configured similar to normal static routes in IPv4
[AD] = Administrative Distance. You NEED this value in order to configure a STATIC ROUTE
DIRECTLY ATTACHED Static Route:

e Only the EXIT INTERFACE is specified

e ipv6 route destination / prefix-length exit-interface

e Example : ~~R1(config)# ipv6 route 2001:db8:0:3:: /64 g0/0~~

In IPv6, you CANNOT use DIRECTLY ATTACHED Static Routes if the INTERFACE is an ETHERNET
INTERFACE
RECURSIVE Static Route:

e Only the Next-Hop is specified

e ipv6 route destination / prefix-length next-hop

e Example: R1(config)# ipv6 route 2001:db8:0:3::/64 2001:db8:0:12::2
FULLY SPECIFIED Static Route:

e Both the Exit Interface and Next Hop are specified

e ipv6 route destination / prefix-length exit-interface next-hop

e Example: R1(config)# ipv6 route 2001:db8:0:3::/64 g0/0 2001:db8:0:12::2

(NOTE THAT THESE ROUTES ARE ALL RECURSIVE : They specify the Next-Hop)
NETWORK ROUTE:

R1(config)# ipv6 route 2001:db8:0::/64 2001:db8:0:12::2

This is a route to R3/PC2 NETWORK via R2’'s GO/0 INTERFACE

(We did this in Day 32’'s Lab)

HOST ROUTE:

R2(config)# ipv6 route 2001:db8:0:1::100/128 2001:db8:0:12::1
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R2(config)# ipv6 route 2001:db8:0:3::100/128 2001:db8:0:23::2
This is a route from R2 to PC1 and PC2 using the “next hop” ADDRESSES of R1 and R3 G0/0
INTERFACES
Note the /128 prefix. This is how SPECIFIC IPv6 ADDRESSES are written
DEFAULT ROUTE:
R3(config)# ipv6 route ::/0 2001:db8:0:23::1
::/0 is the IPv6 equivalent of 0.0.0.0/0 in IPv4
FLOATING STATIC ROUTES:
e Require you to increase the [AD] number HIGHER than the currently used NETWORK IGP AD
value
LINK-LOCAL NEXT HOPS:

You HAVE to specify the INTERFACE name when using Link-Local Next-Hops
This is EXACTLY like a FULLY-SPECIFIED STATIC ROUTE
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34. STANDARD ACCESS CONTROL LISTS (ACL)

WHAT ARE ACLs
ACLs (Access Control Lists) have multiple uses
e In DAY 34 and DAY 35, we will focus on ACL'’s from a security perspective
e ACLs function as a “packet filter” - instructing the ROUTER to ALLOW or DENY specific traffic
e ACLs can filter traffic based on:
0 SOURCE /DESTINATION IP ADDRESSES
0 SOURCE / DESTINATION LAYER 4 PORTS
o etc.

HOW ACLs WORK

REQUIREMENTS:

e Hosts in 192.168.1.0/24 should have ACCESS to the 10.0.1.0/24 NETWORK

e Hosts in 192.168.2.0/24 should not have ACCESS to the 10.0.10/24 NETWORK
ACLs are configured GLOBALLY on the ROUTER (Global Config Mode)

e They are an ordered sequence of ACEs (Access Control Entries)

Configuring an ACL in Global Config Mode will not make the ACL take effect
The ACL must be applied to an interface
0 ACLs are applied either INBOUND or OUTBOUND
e ACLs are made up of one or more ACEs
e When a ROUTER checks a PACKET against the ACL, it processes the ACEs in order, from top to
bottom
e If the PACKET matches one of the ACEs in the ACL, the ROUTER takes the action and stops
processing the ACL. All entries below the matching entry will be ignored
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IMPLICIT DENY
o What will happen if a PACKET doesn’t match any of the entries in an ACL ?
e Thereis an INPLICIT DENY at the end of ALL ACL’s

e The IMPLICIT DENY tells the ROUTER to DENY ALL TRAFFIC that doesn’t match ANY of the

configured entries in the ACL

ACL TYPES

STANDARD NUMBERED ACLs
e Match traffic based only on the SOURCE IP ADDRESS of the PACKET
e Numbered ACLs are identified with a number (ie: ACL 1, ACL 2, etc.)
o Different TYPES of ACLs have a different range of numbers that can be used
STANDARD ACLs can use 1-99 and 1300-1999
e The basic command to configure a STANDARD NUMBERED ACL

0 R1(config)# access-list *number* {deny | permit} *ip wildcard-mask*
This is an example of denying a SPECIFIC host’s traffic
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REMEMBER : 0.0.0.0 wildcard is the same as 255.255.255.255 or a /32 host
o0 Example : R1(config)# access-list 1 deny 1.1.1.1 0.0.0.0
o0 Example : R1(config)# access-list 1 deny 1.1.1.1(identical to the above)
0 Example : R1(config)# access-list 1 deny host 1.1.1.1
If you want to permit ANY traffic from ANY source
0 Example : R1(config)# access-list 1 permit any
0 Example : R1(config)# access-list 1 permit 0.0.0.0 255.255.255.255
If you want to make a description for a specific ACL
o Example : R1(config)# access-list 1 remark ## BLOCK BOB FROM ACCOUNTING ##

Order is important. Lower Numbers are processed FIRST

TO APPLY AN ACL TO AN INTERFACE
R1(config-if)# ip access-group *number* {in | out}

228



WHY WAS THIS RULE PLACED ON G0/2 OUT ?
STANDARD ACLs should be applied as CLOSE to the DESTINATION as possible!

STANDARD NAMED ACLs
e Standard ACLs match traffic based only on the SOURCE IP ADDRESS of the PACKET
e NAMED ACLs are identified with a NAME (ie: ‘BLOCK_BOB")
e STANDARD NAMED ACLs are configured by entering ‘standard named ACL config mode’ then
configuring EACH entry within that config mode
0 R1(config)# ip access-list standard *acl-name*
0 R1(config-std-nacl)# [*entry-number*] {deny | permit} *ip wildcard-mask*
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Here are the configurations for the above:

Note, however, how the order is when viewing the ACLs

WHY THE REORDERING?
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CISCOs PACKET TRACER does not reorder these, however.
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35. EXTENDED ACCESS CONTROL LISTS (EACL)

ANOTHER WAY TO CONFIGURE NUMBERED ACLs
e In DAY 34, you learned that numbered ACLs are configured in Global Config mode:

e You learned that named ACLs are configured with subcommands in a separate config mode:

e However, in modern IOS you can also configure numbered ACLs in the exact same way as
named ACLs:

ADVANTAGES OF NAMED ACL CONFIG MODE
e You can easily DELETE individual entries in the ACL with NO entry-number
e You can easily DELETE individual entries in the ACL with NO sequence-number
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This doesn’t work with NUMBERED access lists

e You can insert NEW entries in-between other entries by specifying the SEQUENCE NUMBER
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RESEQUENCING ACLs
e There is a resequencing function that helps edit ACLs
e The command is R1(config)#ip access-list resequence *acl-id starting-seq-num increment*

EXTENDED NUMBERS AND NAMED ACLs
e EXTENDED ACLs function mostly the same as STANDARD ACLs
e They can be NUMBERED or NAMED, just like STANDARD ACLs
0 NUMBERED ACLs use the following ranges: 100 - 199, 2000 - 2699
e Processed from TOP to BOTTOM, just like STANDARD ACLs
e However, they can match traffic based on MORE PARAMETERS, so they are more PRECISE
(and more complex) than STANDARD ACLs
e We will focus on matching based on these main parameters:
0 LAYER 4 protocol / port
0 Source Address
o Destination Address

EXTENDED NUMBERED ACL
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"R1(config)# access-list *number* [permit | deny] *protocol src-ip dest-ip*’
EXTENDED NAMED ACL

"R1(config)# ip access-list extended {name | number}" . "R1(config-ext-nacl)# {seq-num} {permit |
deny} *protocol src-ip dest-ip*

MATCHING THE PROTOCOL

IP Protocol Number is the number used in the IPv4 Header Protocol field
Examples: (1) ICMP, (6) TCP, (17) UDP, (88) EIGRP, (89) OSPF
MATCHING THE SOURCE / DESTINATION IP ADDRESS

This command:

"R1(config-ext-nacl)#deny tcp any 10.0.0.0 0.0.0.255°
Deny ALL PACKETS that encapsulate a TCP segment from ANY source to DESTINATION 10.0.0.0/24

PRACTICE QUESTIONS:

1. ALLOW ALL TRAFFIC
R1(config-ext-nacl)# permit ip any any (ip is used for “all protocols”)

2. PREVENT 10.0.0.0/16 from SENDING UDP traffic to 192.168.1.1/32
R1(config-ext-nacl)# deny udp 10.0.0.0 0.0.255.255 host 192.168.1.1

235



3. PREVENT 172.16.1.1/32 from pinging hosts in 192.168.0.0/24
R1(config-ext-nacl)# deny icmp host 172.16.1.1 192.168.0.0 0.0.0.255
MATCHING THE TCP / UDP PORT NUMBERS

e When matching TCP / UDP, you can optionally specify the SOURCE and/or DESTINATION
PORT NUMBERS to match

eq = equal than

gt = greater than

It = less than

neq = not equal to

range = range of ports

You can use either the PORT NUMBER or the specific TYPE (that has a KNOWN PORT NUMBER)
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PRACTICE QUESTIONS 2:

1. ALLOW TRAFFIC from 10.0.0.0/16 to access the server at 2.2.2.2/32 using HTTPS

R1(config-ext-nacl)# permit tcp 10.0.0.0 0.0.255.255 host 2.2.2.2 eq 443

2. PREVENT ALL HOSTS using SOURCE UDP Port Numbers from 20000 to 30000 from accessing

the server at 3.3.3.3/32
R1(config-ext-nacl)# deny udp any range 20000 30000 host 3.3.3.3

3. ALLOW HOSTS in 172.16.1.0/24 using a TCP SOURCE Port greater than 9999 to access ALL

TCP ports on server 4.4.4.4/32 EXCEPT port 23

R1(config-ext-nacl)# permit tcp 172.16.1.0 0.0.0.255 gt 9999 host 4.4.4.4 neq 23

EXAMPLE NETWORK

REQUIREMENTS:
e Hostsin 192.168.1.0/24 can't use HTTPS to access SRV1
e Hostsin 192.168.2.0/24 can't access 10.0.2.0/24

e NONE of the hosts in 192.168.1.0/24 or 192.168.2.0/24 can ping 10.0.1.0/24 OR 10.0.2.0/24

EXTENDED ACL #1 (Applied at R1 GO/1 INBOUND interface)

R1(config)# ip access-list extended HTTP_SRV1 R1(config-ext-nacl)# deny tcp 192.168.1.0 0.0.0.255

host 10.0.1.100 eq 443

R1(config-ext-nacl)# permit ip any any

R1(config-ext-nacl)# int g0/1

R1(config-if)# ip access-group HTTP_SRV1 in

EXTENDED ACL #2 (APPLIED at R1 G0/2 INBOUND interface)
R1(config)# ip access-list extended BLOCK_10.0.2.0
R1(config-ext-nacl)# deny ip 192.168.2.0 0.0.0.255 10.0.2.0 0.0.0.255
R1(config-ext-nacl)# permit ip any any

R1(config-ext-nacl)# int g0/2

R1(config-if)# ip access-group BLOCK_10.0.2.0 in

EXTENDED ACL #3 (APPLIED at R1 g0/0 OUTBOUND interface)
R1(config)# ip access-list extended BLOCK_ICMP

R1(config-ext-nacl)# deny icmp 192.168.1.0 0.0.0.255 10.0.1.0 0.0.0.255
R1(config-ext-nacl)# deny icmp 192.168.1.0 0.0.0.255 10.0.2.0 0.0.0.255
R1(config-ext-nacl)# deny icmp 192.168.2.0 0.0.0.255 10.0.1.0 0.0.0.255
R1(config-ext-nacl)# permit ip any any

R1(config-ext-nacl)# int g0/0

R1(config-if)# ip access-group BLOCK_ICMP out

What the EXTENDED ACLs look like
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HOW TO SEE WHICH EXTENDED ACL's ARE APPLIED TO AN INTERFACE
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36. CDP and LLDP (Layer 2 Discovery Protocol)

INTRO TO LAYER 2 DISCOVERY PROTOCOLS

LAYER 2 DISCOVERY PROTOCOL, such as CDP and LLDP share information WITH and
DISCOVER information about NEIGHBORING (Connected) DEVICES
The SHARED INFORMATION includes:

0 Hostname

o IP Address

o Device Type

0 etcetera.
CDP is a Cisco Proprietary Protocol
LLDP is an Industry Standard Protocol (IEEE 802.1AB)
Because they SHARE INFORMATION about the DEVICES in the NETWORK, they can be
considered a security risk and are often NOT used. It is up to the NETWORK ENGINEER /
ADMIN to decide if they want to use them in the NETWORK or not.

CISCO DISCOVERY PROTOCOL (CDP)

CDP is a Cisco proprietary protocol
It is enabled on Cisco devices (routers, switches, firewalls, IP Phones, etc) by DEFAULT

CDP Messages are periodically sent to Multicast MAC ADDRESS "0100.0CCC.CCCC’

When a DEVICE receives a CDP message, it PROCESSES and DISCARDS the message. It

does NOT forward it to other devices.
By DEFAULT, CDP Messages are sent once every 60 seconds

By DEFAULT, the CDP hold-time is 180 seconds. If a message isn't received from a neighbor for

180 seconds, the neighbor is REMOVED from the CDP Neighbor Table
CDPv2 messages are sent by DEFAULT
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CDP NEIGHBOR TABLES
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“Device ID” = What devices were DISCOVERED by CDP

“Local Intrface” = What LOCAL device interface the neighbors are connected to
“Holdtime” = Hold-time countdown in seconds (0 = device removed from table)
“Capabilities” = Refers to Capability Codes table (located above output)
“Platform” = Displays the MODEL of the Neighbor Device

“Port ID” = Neighbor ports that LOCAL device is connected to

MORE DETAILED OUTPUT

“Version” = shows what version of Cisco’s IOS is running on the device

SHOW SPECIFIC CDP NEIGHBOR ENTRY
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CDP CONFIGURATION COMMANDS

CDP is GLOBALLY ENABLED, by DEFAULT

CDP is also ENABLED on each INTERFACE, by DEFAULT

To ENABLE / DISABLE CDP globally: R1(config)# [no] cdp run

To ENABLE / DISABLE CDP on specific interfaces : R1(config-if)# [no] cdp enable
Configure the CDP timer: R1(config)# cdp time *seconds*

Configure the CDP holdtime: R1(config)# cdp holdtime *seconds*

ENABLE / DISABLE CDPv2: R1(config)# [no] cdp advertise-v2

LINK LAYER DISCOVERY PROTOCOL (LLDP)
e LLDPisan INDUSTRY STANDARD PROTOCOL (IEEE 802.1AB)
e |tis usually DISABLED on Cisco devices, by DEFAULT, so it must be manually ENABLED
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e Adevice can run CDP and LLDP at the same time
LLDP Messages are periodically sent to Multicast MAC ADDRESS "0180.¢200.000E"
e When a DEVICE receives an LLDP message, it PROCESSES and DISCARDS the message. It
does NOT forward it to OTHER DEVICES
By DEFAULT, LLDP Messages are sent once every 30 seconds
By DEFAULT, LLDP Holdtime is 120 seconds
e LLDP has an additional timer called the ‘reinitialization delay’
o If LLDP is ENABLED (Globally or on an INTERFACE), this TIMER will DELAY the actual
initialization of LLDP (2 seconds, by DEFAULT)

LLDP CONFIGURATION COMMANDS

e LLDP is usually GLOBALLY DISABLED by DEFAULT
LLDP is also DISABLED on each INTERFACE, by DEFAULT
To ENABLE LLDP GLOBALLY : R1(config)# lldp run
To ENABLE LLDP on specific INTERFACES (tx): R1(config-if)# lldp transmit
To ENABLE LLDP on specific INTERFACES (rx): R1(config-if)# lldp receive
YOU NEED TO ENABLE BOTH TO SEND AND RECEIVE (Unless you want to only enable SEND or
RECEIVE LLDP Messages)

e Configure the LLDP timer: R1(config)# lldp timer *seconds*

e Configure the LLDP holdtime: R1(config)# lldp holdtime *seconds*

e Configure the LLDP reinit timer: R1(config)# lldp reinit *seconds*
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SHOW LLDP STATUS

SHOW ALL LLDP NEIGHBORS
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SHOW LLDP NEIGHBORS in DETAIL

SHOW SPECIFIC LLDP DEVICE ENTRY
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37.NTP

WHY IS TIME IMPORTANT FOR NETWORK DEVICES?
e Al DEVICES have an INTERNAL CLOCK (ROUTERS, SWITCHES, PCs, etc)
e In CISCO IOS, you can view the time with the show clock command

e If you use the show clock detail command, you can see the TIME SOURCE

e The INTERNAL HARDWARE CLOCK of a DEVICE will “drift’ over time, so it's NOT the ideal time
source.
e From a CCNA perspective, the most important reason to have accurate time on a DEVICE is to
have ACCURATE logs for troubleshooting
e Syslog, the protocol used to keep device logs, will be covered in a later video
Command: show logging

Note : R3's time stamp is completely different than R2's !!!

MANUAL TIME CONFIGURATION
e You can manually configure the TIME on the DEVICE with the clock set command
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e Although the HARDWARE CALENDAR (built-in clock) is the DEFAULT time-source, the
HARDWARE CLOCK and SOFTWARE CLOCK are separate and can be configured separately.

HARDWARE CLOCK (CALENDAR) CONFIGURATION
e You can MANUALLY configure the HARDWARE CLOCK with the calendar set command

e Typically, you will want to SYNCHRONIZE the ‘clock’ and ‘calendar’
e Use the command clock update-calendar to sync the calendar to the clock’s time
e Use the command clock read-calendar to sync the clock to the calendar’s time

CONFIGURING THE TIME ZONE
e You can configure the time zone with the clock timezone command
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DAYLIGHT SAVING TIME (SUMMER TIME)

Full command :
R1(config)# clock summer-time EDT recurring 2 Sunday March 02:00 1 Sunday November 02:00

This covers the START of Daylight Savings and the end of Daylight Savings
SUMMARY OF COMMANDS
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NTP BASICS

Manually configuring the time on DEVICES is NOT Scalable

The manually configured clocks will “drift”, resulting in inaccurate time

NTP (Network Time Protocol) allows AUTOMATIC synchronization of TIME over a NETWORK
NTP CLIENTS request the TIME from NTP SERVERS

A DEVICE can be an NTP SERVER and an NTP CLIENT at the same time

NTP allows accuracy of TIME with ~1 millisecond if the NTP SERVER is in the same LAN - OR
within ~50 milliseconds if connecting to the NTP SERVER over a WAN / the INTERNET

Some NTP SERVERS are ‘better’ than others. The ‘distance’ of an NTP SERVER from the
original reference clock is called stratum

NTP uses UDP port 123 to communicate
REFERENCE CLOCK

A REFERENCE CLOCK is usually a VERY accurate time device like an ATOMIC CLOCK or GPS
CLOCK

REFERENCE CLOCKS are stratum 0 within the NTP hierarchy

NTP SERVERS directly connected to REFERENCE CLOCKS are stratum 1
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(Peering with Devices is called ...)

e An NTP CLIENT can SYNC to MULTIPLE NTP SERVERS

NTP CONFIGURATION
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Using key argument “prefer” makes a given server the PREFERRED SERVER
(To show configuration servers)

sys.peer = This is the SERVER that the current ROUTER (R1) is being synchronized to
st = Stratum Tier
(To show NTP Status)

stratum 2 because it's synchronizing from Google (stratum 1)
(To show NTP clock details)
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This command configures the ROUTER to update the HARDWARE CLOCK (Calendar) with the time
learned via NTP

R1(config)# ntp update-calendar

The HARDWARE CLOCK tracks the DATE and TIME on the DEVICE - even if it restarts, power is lost,
etc.

When the SYSTEM is restarted, the HARDWARE CLOCK is used to INITIALIZE the SOFTWARE CLOCK

CONFIGURE A LOOPBACK INTERFACE FOR AN NTP SERVER

Why configure a LOOPBACK DEVICE on R1 for NTP ?
If one of R1's ROUTER INTERFACES goes down, it will still be accessible via R3's ROUTING path

SET NTP SERVER for R2 using the LOOPBACK INTERFACE on R1

SETTING R3 NTP SOURCE SERVERS using R1 and R2
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NOTE : R1 has PREFERENCE because it's STRATUM TIER is HIGHER than R2s

CONFIGURING NTP SERVER MODE
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CONFIGURING NTP SYMMETRIC ACTIVE MODE
Command to configure NTP SYMMETRIC MODE R2(config)#ntp peer <peer ip address>

CONFIGURE NTP AUTHENTICATION
e NTP AUTHENTICATION can be configured, although it is OPTIONAL
e |tallows NTP CLIENTS to ensure they only sync to the intended SERVERS
e To CONFIGURE NTP AUTHENTICATION:
0 ntp authenticate (Enables NTP AUTHENTICATION)
0 ntp authenticate-key *key-number* md5 *key* (Create the NTP AUTHENTICATION
Key(s))
0 ntp trusted-key *key-number* (Specify the Trusted Key(s))
0 ntp server *ip-address* key *key-number* (Specify which key to use for the server)
EXAMPLE CONFIGURATIONS
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NTP COMMAND REVIEW
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38. DNS (Domain Name System)

THE PURPOSE OF DNS
e DNS is used to resolve human-readable names (google.com) to IP ADDRESSES
e Machines such as PCs don’t use names, they use ADDRESSES (ie: IPv4/IPv6)
o Names are much easier for us to use and remember than IP ADDRESSES
0 Whatis the IP ADDRESS of youtube.com ?
e When you type ‘youtube.com’ into a web browser, your device will ask a DNS SERVER for the IP

ADDRESS of youtube.com
e The DNS SERVER(S) your DEVICE uses can be manually configured or learned via DHCP

BASIC FUNCTIONS OF DNS

Command ipconfig /all (Show local IP configuration on current DEVICE)

Command nslookup (Shows IP information for a given DNS entry)
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http://google.com/
http://youtube.com/
http://youtube.com/

WIRESHARK CAPTURE of above COMMANDS
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Command ipconfig /displaydns (Displays DNS cache)

Command ipconfig /flushdns (Clears DNS cache)

HOSTS Files
WINDOWS HOSTS location
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CONFIGURING DNS IN CISCO 10S
e For HOSTS in a NETWORK to use DNS, you don't need to configure DNS on the ROUTERS.
o0 They will simply FORWARD the DNS messages like any other packets
e However, a CISCO ROUTER can be configured as a DNS SERVER, although it's rare
o If an INTERNAL DNS SERVER is used, usually it's a WINDOWS or LINUX SERVER
e ACISCO ROUTER can also be configured as a DNS CLIENT
Command ip dns server and ip host <hostname> <ip address>
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Command show hosts

Command ip name-server and ip domain lookup
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COMMAND REVIEW:
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39. DHCP (Dynamic Host Configuration Protocol)

THE PURPOSE OF DHCP

e DHCP is used to allow HOSTS to automatically / dynamically learn various aspects of their
NETWORK configuration; without MANUAL / STATIC configuration

e |tis an ESSENTIAL part of modern NETWORKS

0 When you connect a phone / laptop to WiFi, do you ask your NETWORK admin which IP
ADDRESS, SUBNET MASK, DEFAULT GATEWAY, etc the phone / laptop should use ?

e Typically used for CLIENT devices (workstations, phones, etc)

e DEVICES (such as ROUTERS, SERVERS, etc) are usually MANUALLY configured

e In small NETWORKS (such as Home NETWORKS), the ROUTER typically acts as the DHCP
SERVER for HOSTS in the LAN

¢ In LARGE NETWORKS, the DHCP SERVER is usually a Windows / Linux SERVER

BASIC FUNCTIONS OF DHCP
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Note: ALL the IPs are the same because this is Jeremy’s Home ROUTER (it provides all these services)
Command ipconfig /release
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Wireshark capture of the ipconfig /release mechanism

268



Command ipconfig /renew

Renewing Process has FOUR messages:

269



1. DHCP DISCOVER
e Are there any DHCP Servers in this NETWORK? | need an IP ADDRESS ?

NOTE the use of DHCP Reserved Ports 67 and 68
2. DHCP OFFER:
e How about THIS IP ADDRESS ?
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The DHCP OFFER message can be either BROADCAST or UNICAST

NOTE OPTIONS at the bottom : Message Type, Server ID, Lease Time, Subnet, etc.
DHCP REQUEST

| want to use the IP ADDRESS that was offered

e Wwe e

4. DHCPACK
e Okay! You may use THAT ADDRESS
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DHCP RENEW PROCESS SUMMARY

DHCP RELAY

Some NETWORK engineers might choose to configure each ROUTER to act as the DHCP
SERVER for its connected LANS

However, large enterprises often choose to use a CENTRALIZED DHCP SERVER

If the SERVER is centralized, it won't receive the DHCP CLIENTS’ Broadcast DHCP messages
To FIX this, you can configure a ROUTER to act as a DHCP RELAY AGENT

The ROUTER will forward the clients’ Broadcast DHCP messages to the remote DHCP SERVER
as a Unicast messages
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CONFIGURING DHCP IN CISCO 10S
Commands for configuring DHCP SERVERS in Cisco 10S
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Command show ip dhcp binding

DHCP RELAY AGENT CONFIGURATION IN 10S
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RELAY AGENT MUST HAVE CONNECTIVITY WITH DHCP SERVER

DHCP CLIENT CONFIGURATION IN IOS

COMMANDS SUMMARY
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40. SNMP (Simple Network Management Protocol)

SNMP OVERVIEW
e SNMP is an INDUSTRY-STANDARD FRAMEWORK and PROTOCOL that was originally
released in 1988
These RFCs make up SNMPv1 (Do not need to memorize)
RFC 1065 - Structure and identification of management information for TCP/IP based internets
RFC 1066 - Management information base for network management of TCP/IP based internets
RFC 1067 - A simple network management protocol
e Don't let the ‘Simple’ in the name fool you !
e SNMP can be used to monitor the STATUS of DEVICES, make CONFIGURATION CHANGES,
etc.
e There are TWO MAIN TYPES of DEVICES in SNMP:
0o MANAGED DEVICES
= These are the DEVICES being managed using SNMP
= Ex: ROUTERS, SWITCHES
o0 NETWORK MANAGEMENT STATION (NMS)
= The DEVICE / DEVICES managing the MANAGED DEVICES
= THIS is the SNMP ‘'SERVER’

SMNP OPERATIONS

SMNP COMPONENTS
OVERVIEW
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NMS

MANAGED DEVICES
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SNMP OIDs
e SNMP Object IDs are ORGANIZED in a HIERARCHICAL STRUCTURE

SNMP VERSIONS
e Many versions of SNMP have been proposed/developed, however, only three major versions
have achieved wide-spread use:

e SNMPv1
o0 The ORIGINAL version of SNMP
e SNMPv2c

o0 Allows the NMS to retrieve LARGE AMOUNTS of information in a SINGLE REQUEST, so
it is more efficient
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o ‘c’refers to the ‘community strings’ used as PASSWORDS in SNMPv1, removed from
SNMPv2, and then added BACK for SNMPv2
e SNMPv3
0 A much more SECURE version of SNMP that supports STRONG ENCRYPTION and
AUTHENTICATION.
WHENEVER POSSIBLE, this version should be used!

SNMP MESSAGES

1. SNMP READ

2. SMNP WRITE
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3. SNMP NOTIFICATION

SNMP AGENT listens for MESSAGES on UDP Port 161
SNMP MANAGER listens for MESSAGES on UDP Port 162
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SNMPv2c CONFIGURATION (Basic)

WHAT HAPPENS WITH R1's GO/1 INTERFACE GOES DOWN?
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NOTE:

UDP message sent to Destination Port 162 (SNMP Manager)
“version” is set to v2c

community is “Jeremy1” (Read Only - no Set messages)
snmpV2-trap : trap message sent due to interface G0/1 going down
variable-bindings : contains the OID sent to identify the issue.

SNMP SUMMARY
¢ SNMP helps MANAGE DEVICES over a NETWORK
e MANAGED DEVICES are the devices being managed using SNMP (such as ROUTERS,
SWITCHES, FIREWALLS)
¢ NETWORK MANAGEMENT STATIONS (NMS) are the SNMP “servers” that manage the devices
0 NMS receives natificat